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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7, 8, 10 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.
[ J

Other products may be trademarks or registered trademarks of their respective manufacturers.

Caution

Circuit devices are sensitive to static electricity, which can damage their delicate electronics. Dry weather
conditions or walking across a carpeted floor may cause you to acquire a static electrical charge.

To protect your device, always:

® Touch the metal chassis of your computer to ground the static electrical charge before you pick up the circuit
device.

® Pick up the device by holding it on the left and right edges only.

Warranty

We warrant to the original end user (purchaser) that the device will be free from any defects in workmanship or
materials for a period of one (1) year from the date of purchase from the dealer. Please keep your purchase
receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon proof of
purchase, should the product have indications of failure due to faulty workmanship and/or materials, we will, at
our discretion, repair or replace the defective products or components, without charge for either parts or labor,
to whatever extent we deem necessary tore-store the product to proper operating condition. Any replacement
will consist of a new or re-manufactured functionally equivalent product of equal value, and will be offered solely
at our discretion. This warranty will not apply if the product is modified, misused, tampered with, damaged by an
act of God, or subjected to abnormal working conditions. The warranty does not cover the bundled or licensed
software of other vendors. Defects which do not significantly affect the usability of the product will not be
covered by the warranty. We reserve the right to revise the manual and online documentation and to make
changes from time to time in the contents hereof without obligation to notify any person of such revision or
changes.

Be a Registered Owner

Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.

Firmware & Tools Updates

Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult the
DrayTek web site for more information on newest firmware, tools and documents.

More update, please visit www.draytek.com.
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I-1 Introduction

VigorSwitch P2280, 24 Ports + 4 Combo UTP/SFP Ports PoE L2 Managed Gigabit Switch, is a
standard switch that meets all IEEE 802.3/u/x/z Gigabit, Fast Ethernet specifications. The
switch has 24 10/100/1000Mbps TP ports. It supports telnet, http, https, SSH and SNMP
interface for switch management. The network administrator can login the switch to monitor,
configure and control each port’s activity. In addition, the switch implements the QoS
(Quality of Service), VLAN, and Trunking. It is suitable for office application.

Vigor switch supports IEEE 802.3az, Energy-Efficient Ethernet, and provides power saving
feature. It can efficiently save the switch power with auto detect the client idle and cable
length to provide different power.

1000Mbps SFP Fiber port fully complies with all IEEE 802.3z and 1000Base-SX/LX standards.

PoE

IP Cameras Voice VLAN

PoE
IP Phones

I-1-1 Key Features

Below shows key features of this device:

QoS

The switch offers powerful QoS function. This function supports 802.1p VLAN tag priority and
DSCP on Layer 3 of network framework.

VLAN

Support Port-based VLAN and IEEE802.1Q Tag VLAN. Support 24 active VLANs and VLAN ID
1~4094.

Port Trunking

Allows one or more links to be aggregated together to form a Link Aggregation Group by the
static setting.

Power Saving
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The Power saving using the IEEE 802.3az, Energy-Efficient Ethernet to detect the client idle
and cable length automatically and provides the different power. It could efficient to save
the switch power and reduce the power consumption.

I-1-2 Specifications

The VigorSwitch P2280, a standalone off-the-shelf switch, provides the comprehensive
features listed below for users to perform system network administration and efficiently and
securely serve your network.

Hardware

< 24 10/100/1000Mbps Auto-negotiation Gigabit Ethernet TP ports with PoE+

< Jumbo frame support 9KB

% 4 UTP/SFP Combo Ethernet Ports

«  Programmable classifier for QoS (Layer 2/Layer 3)

% 8K MAC address and support VLAN ID(1~4094)

«  Per-port shaping, policing, and Broadcast Storm Control

% Power Saving with IEEE 802.3az, Energy-Efficient Ethernet

< Full-duplex flow control (IEEE802.3x) and half-duplex backpressure

<  Extensive front-panel diagnostic LEDs; Power, System, PoE fail and PoE/link activity

« Hardware reset button for resetting configuration to factory default by pressing over 5
seconds

Management

«  Supports per port traffic monitoring counters

%  Supports a snhapshot of the system Information when you login

< Supports port mirror function

% Supports the static trunk function

% Supports 802.1Q VLAN

«  Supports user management and limits three users to login

« Maximal packet length can be up to 9600 bytes for jumbo frame application
% Supports Broadcasting Suppression to avoid network suspended or crashed
«  Supports to send the trap event while monitored events happened

% Supports default configuration which can be restored to overwrite the current
configuration which is working on via Web Ul and Reset button of the switch

% Supports on-line plug/unplug SFP modules

% Supports Quality of Service (QoS) for real time applications based on the information
taken from Layer 2 to Layer 3

< Built-in web-based management and CLI management, providing a more convenient Ul
for the user
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I-1-3 Packing List

Before you start installing the switch, verify that the package contains the following:
% VigorSwitch P2280

% AC Power Cord

+  Quick Start Guide

% Rubber feet

% Rack mount kit

Please notify your sales representative immediately if any of the aforementioned items is
missing or damaged.

I-1-4 LED Indicators and Connectors

Before you use the Vigor device, please get acquainted with the LED indicators and
connectors first. There are 8 Ethernet ports and SFP ports on the front panel of the switch.
LED display area, locating on the front panel, contains an ACT, Power LED and ports working
status of the switch.

Combo Port

LED Explanation SFP LNK/ACT

VigorSwitch 2280 e D
Pok 1 M Gt 3. i -

RJ45 LNK/ACT Port 1 to Port 24 / PoE for Port 1 to Port 24

LED Color Explanation
PoE /Max On (Green) Connected over the POoE maximum power budget.
Off Connected within the POE maximum power
budget.
On (Green) _The switch finishes system booting and the system
is ready.
svs Blinking (Green) ghe §W|tch is powered on and starts system
ooting.
Off The power is off or the system is not ready /
malfunctioning.
PWR On (Green) The device is powered on and running normally.
Off The device is not ready or is failed.
On (Green The port is supplied with PoE power.
PoE 1~24 ( ) P p.p - P
Off No PoE power is supplied on the port.
RJ 45 On (Green) The device is connected with 1000Mbps.
LNKZACT On (Amber) The device is connected with 10/100Mbps.
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Port1~24

Blinking The system is sending or receiving data through
the port.
Off The port is disconnected or the link is failed.
Combo for On (Green) The device is connected with 1000Mbps.
(Ps;téS ~28 On (Amber) The device is connected with 10/100Mbps.
LNK/ACT) Blinking The system is sending or receiving data through
the port.
Off The port is disconnected or the link is failed.
SFP LNK/ACT | On (Green) The device is connected with 1000Mbps.
On (Amber) The device is connected with 10/100Mpps.
Blinking The system is sending or receiving data through
the port.
Off The port is disconnected or the link is failed.

Connector Explanation

Interface Description

RJ 45 LNK/ACT Port 1 ~ 24 Port 1 to Port 24 can be used for Ethernet
POE for Port 1 ~ 24 connection and PoE connection, depending on the

device connected.

SFP LNK/ACT Port 25 ~ 28 Port 25 to Port 28 are used for fiber connection.

Console Used to perform telnet command control.

Power inlet for AC input (100~240V/AC, 50/60Hz).

Note:
Power Output -
®  |EEE 802.3af Max. 15.4W Output Supported

®  |EEE 802.3at Max. 30W Output Supported
PoE Power Budget--

® 340 Watts (Max)
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|-2 Installation

I-2-1 Typical Applications
The VigorSwitch implements 24 Gigabit Ethernet TP ports with auto MDIX and four slots for

the removable module supporting comprehensive fiber types of connection, including LC and
BiDi-LC SFP modules. The switch is suitable for the following applications:

Case 1: All switch ports are in the same local area network.

Every port can access each other. (*The switch image is sample only.)

—— S—

If VLAN is enabled and configured, each node in the network that can communicate each
other directly is bounded in the same VLAN area.

Here VLAN area is defined by what VLAN you are using. The switch supports both port-based
VLAN and tag-based VLAN. They are different in practical deployment, especially in physical
location. The following diagram shows how it works and what the difference they are.

Case 2: Port-based VLAN -1 (*The switch image is sample only.)

m &= m W m = m @
:ja ijv J = X —!a ap ,_;_! P
VLAN1 VLAN2 VLAN3 VLAN4

6 VigorSwitch P2280 User’s Guide



«  The same VLAN members could not be in different switches.
< Every VLAN members could not access VLAN members each other.

% The switch manager has to assign different names for each VLAN groups at one switch.

Case 3: Port-based VLAN - 2

%  VLAN1 members could not access VLAN2, VLAN3 and VLAN4 members.

«  VLAN2 members could not access VLAN1 and VLAN3 members, but they could access
VLAN4 members.

< VLAN3 members could not access VLAN1, VLAN2 and VLAN4.

«  VLAN4 members could not access VLAN1 and VLAN3 members, but they could access
VLAN2 members.

Case 4: The same VLAN members can be at different switches with the same VID

VLAN1

m VLAN2

.i VLAN3
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Case 5: Desktop Installation

1.

Install the switch on a level surface that can support the weight of the unit and the
relevant components.

Plug the switch with the female end of the provided power cord and plug the male end
to the power outlet.

Case 6: Rack-mount Installation

The switch may be standalone, or mounted in a rack. Rack mounting facilitate to an orderly
installation when you are going to install series of networking devices.

Procedures to Rack-mount the switch:

~N o o~ W N P

Disconnect all the cables from the switch before continuing.

Place the unit the right way up on a hard, flat surface with the front facing you.
Locate a mounting bracket over the mounting holes on one side of the unit.
Insert the screws and fully tighten with a suitable screwdriver.

Repeat the two previous steps for the other side of the unit.

Insert the unit into the rack and secure with suitable screws.

Reconnect all the cables.

Case 7: Central Site/Remote site application is used in carrier or ISP

Central Site * \
m m m /
= o = e

=¥
ﬁ_‘;u.‘ﬂ‘_\

\
\,
\.
Fiber Oplic™.
Copper Twisted-pair
ﬂ Fiber Optic

Managed Media Convaerter -

= = i .
-
Tw ¥ . Fiber Oplic mm or sm fiber

Managed Media Converter -

ﬁiéw .
l RESNRES Fiber Optic

1

e COPPOr Twisted-pair Links
s Fiber Oplic Links
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Case 8: Peer-to-peer application is used in two remote offices

-

-~ Financial ==
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I-2-2 Installing Network Cables

Crossover or straight-through cable: All the ports on the switch support Auto-MDI/MDI-X
functionality. Both straight-through or crossover cables can be used as the media to connect
the switch with PCs as well as other devices like switches, hubs or router.

Category 3, 4, 5 or 5e, 6 UTP/STP cable: To make a valid connection and obtain the optimal
performance, an appropriate cable that corresponds to different transmitting/receiving
speed is required. To choose a suitable cable, please refer to the following table.

Media Speed Wiring
10 Mbps Category 3,4,5 UTP/STP
10710071000 100Mbps Category 5 UTP/STP
Mbps copper P gory
1000 Mbps Category 5e, 6 UTP/STP

I-2-3 Configuring the Management Agent of Switch

Users can monitor and configure the switch through the following procedures.
Configuring the Management Agent of VigorSwitch P2280 through the Ethernet Port.

There are several ways to configure and monitor the switch through Ethernet port, includes
Web-UI and SNMP.

VigorSwitch, for example:

IP Address: 192.168.1.224
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

HH== o

Assign areasonable IP Address, for example:
IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Ethernet LAN

I-2-4 Managing VigorSwitch P2280 through Ethernet Port

Before start using the switch, the IP address setting of the switch should be done, then
perform the following steps:

1. Setup a physical path between the configured the switch and a PC by a qualified UTP Cat.
5e cable with RJ-45 connector.

Note: If PC directly connects to the switch, you have to setup the same subnet mask
between them. But, subnet mask may be different for the PC in the remote site. Please
refer to the above figure about the Web Smart Switch default IP address information.

2. After configuring correct IP address on your PC, open your web browser and access
switch's IP address.

Default system account is "admin”, with password "admin” in default. Switch IP address is
"192.168.1.224" by default with DHCP client enabled.
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I-2-5 IP Address Assignment

For IP address configuration, there are three parameters needed to be filled in. They are IP
address, Subnet Mask, Default Gateway and DNS.

IP address:

The address of the network device in the network is used for internetworking communication.
Its address structure looks is shown below. It is “classful”” because it is split into predefined
address classes or categories.

Each class has its own network range between the network identifier and host identifier in the
32 bits address. Each IP address comprises two parts: network identifier (address) and host
identifier (address). The former indicates the network where the addressed host resides, and
the latter indicates the individual host in the network which the address of host refers to. And
the host identifier must be unique in the same LAN. Here the term of IP address we used is
version 4, known as IPv4.

v

&
<«

Network identifier Host identifier

32 bits

With the classful addressing, it divides IP address into three classes, class A, class B and class
C. The rest of IP addresses are for multicast and broadcast. The bit length of the network
prefix is the same as that of the subnet mask and is denoted as IP address/X, for example,
192.168.1.0/24. Each class has its address range described below.

Class A:

Address is less than 126.255.255.255. There are a total of 126 networks can be defined
because the address 0.0.0.0 is reserved for default route and 127.0.0.0/8 is reserved for
loopback function.

Bit# 01 T8 31
]
Metwork address Hist address

Class B:

IP address range between 128.0.0.0 and 191.255.255.255. Each class B network has a 16-bit
network prefix followed 16-bit host address. There are 16,384 (2°14)/16 networks able to be
defined with a maximum of 65534 (2”16 -2) hosts per network.

Bit# 0132 151a 31
10
Metwork address Host address
Class C:

IP address range between 192.0.0.0 and 223.255.255.255. Each class C network has a 24-bit
network prefix followed 8-bit host address. There are 2,097,152 (2721)/24 networks able to
be defined with a maximum of 254 (28 -2) hosts per network.
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Bit#0123 2324 31

10

Metwork address Hest address

Class D and E:

Class D is a class with first 4 MSB (Most significance bit) set to 1-1-1-0 and is used for IP
Multicast. See also RFC 1112. Class E is a class with first 4 MSB set to 1-1-1-1 and is used for IP
broadcast.

According to IANA (Internet Assigned Numbers Authority), there are three specific IP address
blocks reserved and able to be used for extending internal network. We call it Private IP
address and list below:

Class A 10.0.0.0 --- 10.255.255.255
Class B 172.16.0.0 --- 172.31.255.255
Class C 192.168.0.0 --- 192.168.255.255

Please refer to RFC 1597 and RFC 1466 for more information.
Subnet mask:

It means the sub-division of a class-based network or a CIDR block. The subnet is used to
determine how to split an IP address to the network prefix and the host address in bitwise
basis. It is designed to utilize IP address more efficiently and ease to manage IP network.

For a class B network, 128.1.2.3, it may have a subnet mask 255.255.0.0 in default, in which
the first two bytes is with all 1s. This means more than 60 thousands of nodes in flat IP
address will be at the same network. It’s too large to manage practically. Now if we divide it
into smaller network by extending network prefix from 16 bits to, say 24 bits, that’s using its
third byte to subnet this class B network. Now it has a subnet mask 255.255.255.0, in which
each bit of the first three bytes is 1. It’s now clear that the first two bytes is used to identify
the class B network, the third byte is used to identify the subnet within this class B network
and, of course, the last byte is the host number.

Not all IP address is available in the sub-netted network. Two special addresses are reserved.
They are the addresses with all zero’s and all one’s host number. For example, an IP address
128.1.2.128, what IP address reserved will be looked like? All 0s mean the network itself, and
all 1s mean IP broadcast.

Metwrork | Subtiet

&

25 hits

All0s=128.12128 1 pO0D00OO
11111111

Al le=128.1.2.255
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In this diagram, you can see the subnet mask with 25-bit long, 255.255.255.128, contains 126
members in the sub-netted network. Another is that the length of network prefix equals the
number of the bit with 1s in that subnet mask. With this, you can easily count the number of
IP addresses matched. The following table shows the result.

Prefix Length No. of IP matched No. of Addressable IP
/32 1 -
/31 2 -
/30 4 2
/29 8 6
/28 16 14
/27 32 30
/26 64 62
/25 128 126
/24 256 254
/23 512 510
/22 1024 1022
/21 2048 2046
/20 4096 4094
/19 8192 8190
/18 16384 16382
/17 32768 32766
/16 65536 65534

According to the scheme above, a subnet mask 255.255.255.0 will partition a network with
the class C. It means there will have a maximum of 254 effective nodes existed in this
sub-netted network and is considered a physical network in an autonomous network. So it
owns a network IP address which may looks like 168.1.2.0.

With the subnet mask, a bigger network can be cut into small pieces of network. If we want to
have more than two independent networks in a worknet, a partition to the network must be
performed. In this case, subnet mask must be applied.

For different network applications, the subnet mask may look like 255.255.255.240. This
means it is a small network accommodating a maximum of 15 nodes in the network.

For assigning an IP address to the switch, you just have to check what the IP address of the

network will be connected with the switch. Use the same network address and append your

host address to it.

«»  First, IP Address: as shown above, enter “192.168.1.224", for instance. For sure, an
IP address such as 192.168.1.x must be set on your PC.

< Second, Subnet Mask: as shown above, enter “255.255.255.0”. Choose a subnet mask
suitable for your network.

Note: The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on
network connected to the switch, check before accessing your switch is essential.
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I-3 Accessing Web Page of VigorSwitch

1. Open any browser (e.g., Firefox) and type “192.168.1.224” as URL.

2. Please type “admin/admin” as the Username/Password and click Login.

Dray Tek " rgorS witch P2280

User admin

Passwaord

Login

3.  Now, the Main Screen will appear.

073950 _r;b_E-_.

Prodet Ragakabon - ! POE Gonsurmng

Info The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on
network connected to VigorSwitch, checking before accessing VigorSwitch is
essential.
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-4 Dashboard

Click Dashboard from the main menu on the left side of the main page.

Dashboard

Status v
Switch LAN v
ONVIF Surveillance v

Security -

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard
.
A

ot = 10/100M
oEMa = 1000M

VigorSwitch P2280 SYS

F2280

Reset PWR

Device Information

) cPU = Memory Cache \ PoE
Model Vigorswitch P2280 1% 59% 28% 0.6%
Usage Memory, Cached Usage

Firmware 243

Loader 103 PoE Consuming
Revision 1393 100%

Build Date 2019-05-02 17.36:45 s

System Time Fri Jan 7 07:39:39 2000 c0%

System Up Time 5 days 23:39:39 0%

Connection Status
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|-5 Status

I-5-1 Port Bandwidth Utilization

This page offers the traffic statistics inlcuding data information and data of interframe gap
for each port (GE1 to GE28). In which, data of interframe gap can be displayed or hidden by
choose Enable / Disable for IFG.

or-ax40 Qg

) Suihn > Pon Bandwidih Utkirston > Port Bandwdh Ltication

Auto Refresh: 75

Dashboard

-
Poxt aanchwnch | ikeation
LLOP Statisics 2
GVRP Sststics

L T L™ ® e .
Satich LAN - 20 Ix

ONVIF Survedlance

Secuity
ACL
Qs
Pok

Systern Maimenance
Diagnostics
Mail Alart

Procuct Registration.

I-5-2 LLDP Statistics

This page offers the statistics of LLDP packets (in, out and error) of each port (GE1 to GE28).

Dashboand () Stahm > LLOF Statticn. = LLOS Simistes

Insertions 4
ORMIF Survedlan
Dwlstio: 3
Socunt
P Orops o
a5 . Ageous o
. - |
System Manienant
o - TH Frames RX Frames RY Frames RX Frames RY TLVs RX TLVs RX Ageouts
? Fert Tetal Tatal Discarded Errers Discarded Unrecognized Tatal
Ml Alert
£1 o [ [ o
i [ e ) o ) o
GE: 1TET 17131 o o o ]
Gl [ o 0 0
Gl 102 0 0 o o ]
6 a a o
GET Q o Q o o
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I-5-3 GVRP Statistics

GVRP (Generic Attribute Registration Protocol) is used automatically for exchanging
information for VLAN membership between switches. This page counts the GVRP information
received on each port.

) Stahn » GURP Stmmtizn > Statistes

Dashboard
CE—
Ponl Bandwidth Utikzation

LLDP Statstics e b .
Statlntics: Transmit, Recerse. Emor
MLD Seoopng Sustes
Redresh Rate: 10 sec.
Swtch LAN

ONF Survedllance

Port Join empty Empty Leave Empty Join In Leave in Leave all

Mo data available in table

i .

System Mantenance
. Port Jain empty Empty Leave Empty Join in Leave In Leave All
Mad Adert NO At avalabie in table

Prodc Ragstaton — T —

Port Invalid Protocel ID Invalid Antribute Type Invalig Attribute Value Invalid Attribute Length Invalid Event

o data availanie in table

I-5-4 MLD Snooping Statistics

This page counts the MLD messages received or transmitted on the network.

oresm Ol

Q) Stk > MLD Sncoping Slalsées > Stabnfics

Dashboard
E—
Port Bandwidth Ltization

LLOP Sistaies BOretesn | (D ciearsn
GVRP Statistcs
e ke |
Swach LAN > Rt Teasd 0
CHVF Survedance - Rx valia
Securty > RxInvasg
AL - RxOther
oS - Ruleave
Polt - Foc Repornt
Sysiem Msinieraroe - RxGeneral Query
Dimrates . RxSpecial Group Query
sad Adort . FRoSource-speciic Group Query 4
Puodet Rgeraton e |
Tx Leave L
Tx Report a
Tx Gentral Query
Tx Special Group Cuery .
Tx Seurce-speciic Group Query b
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lI-1 General Setup

General setup is used to configure settings for the switch network interface and offers how
the switch connects to a remote server to get services.

11-1-1 IP Address

Use the IP Address screen to configure the switch IP address and the default gateway device.
The gateway field specifies the IP address of the gateway (next hop) for outgoing traffic.

The switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.224. The subnet mask specifies the network number portion of an IP
address. The factory default subnet mask is 255.255.255.0.

1)

Info If VigorSwitch has connected to Vigor router, it will use the IP address obtained from
the DHCP server on Vigor router. Thus, the user must type the assigned IP as URL for
accessing into the web user interface of VigorSwitch. If not, 192.168.1.224 shall be
the default IP.

™ 0 oraez Oalr

P Arddrens:
Suboot Mask
Gatoway:
ONS Sarvar 1

ONS Sarver 2:

Available settings are explained as follows:

Item Description

Mode Select the mode of network connection.
Static- Use static IPv4 address.

DHCP - Use DHCP provisioned IP address and Gateway if
feasible.

IP Address It is available when Static is selected as Mode.

Enter the IP address of your switch in dotted decimal notation
for example 192.168.1.224. If static mode is enabled, enter IP
address in this field.

Subnet Mask It is available when Static is selected as Mode.
Enter the IP subnet mask of your switch in dotted decimal
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notation for example 255.255.255.0. If static mode is enabled,
enter subnet mask in this field.

Gateway

It is available when Static is selected as Mode.

Enter the IP address of the gateway in dotted decimal
notation. If static mode is enabled, enter gateway address in
this field.

DNS Server 1

It is available when Static is selected as Mode.

If static mode is enabled, enter primary DNS server address in
this field.

DNS Server 2

It is available when Static is selected as Mode.

If static mode is enabled, enter secondary DNS server address
in this field.

Apply

Apply the settings to the switch.

1-1-2 IPv6 Address

Use the IPv6 Address screen to configure the switch IPv6 address and the default gateway
device. The gateway field specifies the IPv6 address of the gateway (next hop) for outgoing

traffic.

Blocked Port Recaver

ONWF Survadlance

ararn Opls

Auta Configuration: Frable @ Disshin

1P Acklruss:

Link Local Address:

Gatewny:

DNS Sarves 1:

DNS Server &

Available settings are explained as follows:

Item

Description

Auto Configuration

Enable - Check it to let switch automatically configure IPv6
address.

IPv6 Address

It is available when Auto Configuration is set as Disable.

Enter the IPv6 address of your switch. If auto configuration
mode is disabled, enter IPv6 address in this field.

Link Local Address

Display link local address.

Gateway

It is available when Auto Configuration is set as Disable.
Enter the IPv6 address of the router as your default IPv6
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gateway to access IPv6 Internet or other IPv6 network.

DNS Server 1 It is available when Auto Configuration is set as Disable.

If static mode is enabled, enter primary DNS server address in
this field.

DNS Server 2 It is available when Auto Configuration is set as Disable.

If static mode is enabled, enter secondary DNS server address
in this field.

DHCPv6 Client It is available when Auto Configuration is set as Enable.

Enable this feature if there is a DHCPV6 server on your network
for assigning IPv6 Address, instead of using Router
Advertisement.

Apply Apply the settings to the switch.

1I-1-3 Management VLAN

This page allows the network administrator to change the VLAN ID of management access.
Management access protocols such as http, https, SNMP and etc., are only accessible from the
VLAN specified as management VLAN.

orag1i Jalr

i Frame.

Available settings are explained as follows:

Item Description

Management VLAN Select the VLAN ID as management VLAN. You can create
additional VLAN profiles by Switch LAN>>VLAN
management>> Create VLAN.

Apply Apply the settings to the switch.
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lI-2 Port Setting

Port Setting is used to
other switch features.

configure settings for the switch ports, trunk, Layer 2 protocols and

11-2-1 General Setting

M P20 man (e

Port Suttirg
ol Setting
Protecied Ports

mscription Enable State Link Status Speed Dupilex FlawCtri Config FlowCtr! Status

Enalibe State: & Enable 0 Disable

z
-]
-

Q00000000

Available settings are explained as follows:

Item

Description

Ports

Use the drop down list to selelct one or more LAN port(s).

Enable State

Enable -Click it to enable the port.
Disable - Click it to disable the port.

Speed

Port speed capabilities:

Auto: Auto speed with all capabilities.
Auto-10M: Auto speed with 10M ability only.
Auto-100M: Auto speed with 100M ability only.
Auto-1000M: Auto speed with 1000M ability only.
Auto-10/100M: Auto speed with 10/100M ability.
10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When
auto-negotiation is turned on, a port on the switch negotiates
with the peer automatically to determine the connection
speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on
the cable and using half duplex mode. When the switch’s

24
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auto-negotiation is turned off, a port uses the pre-configured
speed and duplex mode when making a connection, thus
requiring you to make sure that the settings of the peer port
are the same in order to connect.

For SFP fiber module, you might need to manually configure
the speed to match fiber module speed.

Duplex

Port duplex capabilities:

®  Auto: Auto duplex with all capabilities.

®  Half: Auto speed with 10/100M ability only.

®  Full: Auto speed with 10/100/1000M ability only.

Flow Control

A concentration of traffic on a port decreases port bandwidth
and overflows buffer memory causing packet discards and
frame losses. Flow Control is used to regulate transmission of
signals to match the bandwidth of the receiving port. The
switch uses IEEE802.3x flow control in full duplex mode and
backpressure flow control in half duplex mode. IEEE802.3x
flow control is used in full duplex mode to send a pause signal
to the sending port, causing it to temporarily stop sending
signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to
send a "collision” signal to the sending port (mimicking a state
of packet collision) causing the sending port to temporarily
stop sending signals and resend later.

Enable - Click it to enable such function.
Disable - Click it to disable such function.

Apply

Apply the settings to the switch.

Modify

It is used to manually enter the description, state, speed,
duplex, flow control for the port.

Edit interface GE1

Descriptich
Drawenlink
Enahkle State
Enahble -
Speed
Auto -
5
| Duplex
d
| Auto o
d
| Flow Control
9 | Enable -
d Enahle
d Disahle
d. A
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11-2-2 Protected Ports

This page allows the network administrator to configure protected port setting to prevent the
selected ports from communication with each other. Protected port is only allowed to
communicate with unprotected port.

For example, GE1 and GE3 are selected in Port List and Enable is clicked as Protected, then
users behind GE1 and GE3 are separated and can not communicate with each other.

orsiras O

Proteciod Ports Sefings

durmia Frame

5TP

MAC Address Table
Brothed Port Recover

ONF Survedlance

Secunty

PoE

Available settings are explained as follows:

Item Description

Protected Ports Settings | Port List - Use the drop down list to select the port(s) (GE1 to
GE28) for applying the settings configured in this page.
Protected - Click Enable to activate the protected port
function.

Apply - The modification made above can be applied on to the
selected GE port immediately.

Protected Port Status Display current status for each GE port.
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11-3 Mirror

This section provides ability to mirror packets coming in or going out on any port to a
destination port. Through the packet duplication in the destination port, this feature is
convinent for system administrator to monitor / understand the traffic operation.

Session ID 1 to 4 can be enabled simultaneously and operate independently.

g

Blockad Port Racover Session ID

ONVIF Survedlance
Serunty

AL

QoS

PoE

Syslom Maintenance

Cragnastes

Allow Operation

Destination Por:

Sniff Ports{RX}:

Sniff Ports{TX}):

Destimation Fort

SEZ

s Normal Port:

Allow ingress Snift Ports{RX) Sniff Pors(TX)
Enabled NiA
LY Nia A

A

NiA

Available settings are explained as follows:

| nao oot [ " 280 75129 (p

Dashboard

Item

Description

Session ID

Select the session ID (profile 1 to 4) of mirror operation you
wish to configure.

Monitor Session State

Enable - Enable specified mirror session.
Disable - Disable specified mirror session.

Destination Port

Specify the port where you wish to observe the mirrored
packets.

Allow Operation as
Normal Port

Enable - The destination port is able to function as a port
connecting to network, communicating with other network
devices.

Disable - Only observe the mirrored packets.

Sniff Ports (RX) / (TX)

Select the port(s) which you wish to mirror the traffic, Rx for
mirror the packets into the port, Tx for mirror the packets
going out from the port.

Apply

Apply the settings to the switch.

VigorSwitch P2280 User’s Guide

27



lI-4 Link Aggregation

LAG means Link Aggregation Group which groups some physical ports together to make a
single high-bandwidth data path. Thus it can implement traffic load sharing among the
member ports in a group to enhance the connection reliability.

lI-4-1 LAG Setting

This page allows to configure Load Balance Algorithm for Link Aggregation.

o217 [

Load Ralancs Algarithen:

Available settings are explained as follows:

Item Description

Load Balance Algorithm | Select your Load balance algorithm.

MAC address - Aggregated group will balance the traffic based
on different MAC addresses. Therefore, the packets from
different MAC addresses will be sent to different links.

IP/Mac Address - Aggregated group will balance the traffic
based on MAC addresses and IP addresses. Therefore, the
packets from same MAC addresses but different IP addresses
will be sent to different links.

Apply Apply the settings to the switch.
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11-4-2 LAG Management

There are eight LAG profiles allowed to group different physical ports (GE1 to GE28). The
system will assign certain port(s) as Active Member and Standby Member according to the GE
selections.

Dastioard Q) Swash LAN > Link » LAG . >LAG

LAG Description Paort Type Link Status Active Member Stuandby Member Madity
LAGY LACH Down GE21-GE24 o
LAG2 haad Not Present o
LAGE o Nt Present (]
LAGA Mot Pressnt (]
LAGS Mot Presant (]
LAGS — Not Present (]
LAGT i Mol Bresent (]
LAGE Mot Bresant (]
Available settings are explained as follows:

Item Description

Description Display the port description.

Port Type Display the type of the LAG.

Link Status Display LAG port link status.

Active Member Display active member ports of the LAG.

Standby Member Display inactive or candidate member ports of the LAG.

Modify It is used to edit the name, type and port number for each link

aggregation profile.

Edit LAG LAG1

Name- Enter a string as LAG name.
Type - Use the drop down menu to specify the type for LAG.

®  Static- The static aggregated port sends packets over
active member without detecting or negotiating with
remote aggregated port.

® [ ACP- The LACP aggregated ports place member into
active only after negotiated with remote aggregated port
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for best reliability.

11-4-3 LAG Port Setting

This page defines port setting for each LAG profile (LAG1 to LAGS8), including data speed and
enabling/disabling the flow control.

Description For Type Enable State Link Status Speed Duplex Flow Control Co... Flgw Control $1a...

Mhdteast LAG2
Jumbo Frame

am

MAC Address Tatke

Blocknd Port Recovor LAGH
CNVIF Suneilance

gty

Yl

Aulafally Auto

AuBEAIY Aule

Autofall) Aute

----------

QOO0 ORO i
3

Available settings are explained as follows:

Item Description
LAG Use the drop down list to selelct one or more LAG profiles.
Enable Enable -Click it to enable the profile.
Disable - Click it to disable the profile.
Speed Port speed capabilities:

Auto: Auto speed with all capabilities.
Auto-10M: Auto speed with 10M ability only.
Auto-100M: Auto speed with 100M ability only.
Auto-1000M: Auto speed with 1000M ability only.
Auto-10/100M: Auto speed with 10/100M ability.
10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When
auto-negotiation is turned on, a port on the switch negotiates
with the peer automatically to determine the connection
speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on
the cable and using half duplex mode. When the switch’s
auto-negotiation is turned off, a port uses the pre-configured
speed and duplex mode when making a connection, thus
requiring you to make sure that the settings of the peer port
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are the same in order to connect.

For SFP fiber module, you might need to manually configure
the speed to match fiber module speed.

Duplex

Port duplex capabilities:

®  Auto: Auto duplex with all capabilities.

®  Half: Auto speed with 10/100M ability only.

®  Full: Auto speed with 10/100/1000M /710G ability only.

Flow Control

A concentration of traffic on a port decreases port bandwidth
and overflows buffer memory causing packet discards and
frame losses. Flow Control is used to regulate transmission of
signals to match the bandwidth of the receiving port. The
switch uses IEEE802.3x flow control in full duplex mode and
backpressure flow control in half duplex mode. IEEE802.3x
flow control is used in full duplex mode to send a pause signal
to the sending port, causing it to temporarily stop sending
signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to
send a "collision" signal to the sending port (mimicking a state
of packet collision) causing the sending port to temporarily
stop sending signals and resend later.

Enable - Click it to enable such function.
Disable - Click it to disable such function.

Apply

Apply the settings to the switch.

Modify

It is used to edit status, speed, and flow control for the LAG.
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1I-4-4 LACP Setting

This page allows the network administrator to enable or disable the LACP function.

[1.65535)

WAL Addresa Table

Biocked Port Recover

ONAF Surveilance

Available settings are explained as follows:

Item Description

LACP Enable - Click it to enable such function.
Disable - Click it to disable the function.

System Priority The priority is used to determine which switch (local or
remote) on the LAG connection is able to decide LACP
activities. The lower the number is, the higher the priority for
Vigorwitch will be. Therefore, the switch with the highest
system priority (e.g., 1) can make decisions about which ports
actively participate in LAG at a given time.

Apply Apply the settings to the switch.
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11-4-5 LACP Port Setting

This section provides few detailed configuration regarding to Ports under LACP protocol.

56 [pl»

Dashboard 10) Swaich LAN > Link Agnrequiion » LACT Pert Sating » LACP Pont Saming
Status -
[ L/ Ft Seira

.L"“.w.ﬁ‘z‘:tz i

Gunaral Senp Pors:

Priority: = [1.65535)

@D
Part Pricrity Timeaut Modity
1 Long 0
GE: Lang (7]
GEZ 1 Lang (]
o oE g o9
Al el GE ang o
o GEs o e
MAC Addruss Table £ ang (]
Ok Pt s GE 1 Long (]
ONVIF Surveddance o5 1 Lag (]
by GED 1 g o
E GENM 1 g a
Available settings are explained as follows:
Item Description
Ports Use the drop down list to specify LAN Port.
Priority Enter a port priority number for the port.
Timeout The timeout option decides how local switch of LAG

connection determines connection to be lost. Switch would
also notify the remote switch about this setting value, so that
remote switch can send LACP PDU in correct timing.

Long - LACP PDU will be sent every 30 seconds. If port member
is not seen over 90 seconds, it will cause port member
timeout.

Short - LACP PDU will be sent per second. If port member is
not seen over 3 seconds, it will cause port member timeout.

Apply Apply the settings to the switch.

Modify It is used to edit settings (priority and timeout) for LACP port.
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II-5 VLAN Management

A virtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast domain,
regardless of their physical location. A VLAN has the same attributes as a physical local area
network (LAN), but it allows for end stations to be grouped together even if they are not
located on the same network switch. VLAN membership can be configured through software
instead of physically relocating devices or connections.

11-5-1 Create VLAN

This page allows a user to add, edit or delete VLAN settings.

At Logeou ¢ _ 'S e w2 [ B
Dashbeas Q) Swich LAN = VLAN Manageement > Crasta Vian > Create VLAN
Status.
Croate VLAN
Action:; + Add Debete

&
WVLAN D 1L VLAN Hame VLAN Type Medify
Diefault (]
SP
MAC Addrss Tablo
Biocked Po Recover
Available settings are explained as follows:

Item Description
Action Select which action to perform, add VLANs or delete VLANSs.

Add - Create a new VLAN profile.

Delete - Delete an existed VLAN profile.
VLAN ID Enter the number as VLAN ID to be created or deleted. If you

want to create / delete multiple VLAN profiles, simply enter
multiple VLAN ID separated by comma, and/or range of VLAN
ID using hyphen.

VLAN Name Enter the prefix you wish to add followed by VLAN ID as VLAN
name. Leave it empty for using default "VLAN".

After clicking Apply, you will see:

VLAN D 1= VLAN Name VLAN Typs Modity

1 detautt Defaut [ <]

2 m 002 Static 20
Static (A1}

Apply Apply the settings to the switch.
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Modify

e - Modify the name of the selected VLAN ID.

—
Edit name of VLAN 4067
| New name 5
| _ HODMI__WLANAO0GT

New Name - Type a name for such VLAN profile.
OK - Apply the settings to the switch.
Cancel - Close the page and return to previous page.

@ - Delete the selected VALN ID.

11-5-2 Interface Settings

This page allows a user to configure interface setting related to VLAN.

ooz [ B»

Gonarai Setup Port Select

Pon Seting
Interfoce VLAN Mode: + Hybrid 0 Access Trunk  Turnel
Marror

PID:

Accepted Type:

Ingruss Filterig:

[1- 4094

& Al o Tog Only 0 Untag Ondy

& Enably Disabiy

Tagged VLAN:

Untasgped VLAN:

Forbidden VLAN:
EEE Part Interface VLA... PVID Tapged VLAN untagged VL... Forbidaen YL... Accept Fram... Ingress Fiiter.., Uptink TPID Modity
Mdticast GE1 K 1 ALL Enabied Disatied  oxs10 €
dumbo Frame Tink 1 ALL Enabieq i ]
5P k ALL Enabied Disapies  0x6100 €
MAC Addvss Table Tk 1 ALL Enabled Disapies  0x5100 @@
Blocknd Port Ancaver GES  Trunk ALL Enabieg Disabies  Ox5100 €
CRAF Surveitanes ne_ 2

Available settings are explained as follows:

Item

Description

Port Select

Select LAN ports to configure VLAN Settings.

Interface VLAN Mode

Select the VLAN mode of the interface.

Hybrid - Support all functions as defined in IEEE 802.1Q
specification.

Access - Accept only untagged frames and join an untagged
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VLAN.

Trunk - An untagged member of one VLAN at most, and is a
tagged member of zero or more VLANSs.

PVID

A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to
the VLAN group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Accepted Type

Specify the acceptable-frame-type of the specified interfaces.
It’s only available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.

Ingress Filtering

Enable the ingress filtering to filter out any packets not belong
to any VLAN members of this port. It is enabled automatically
while operating in Access and Trunk mode.

Enabled - Click it to enable the function.
Disabled - Click it to disable the function.

Tagged VLAN

Specify the VLAN profile tagged in the VLAN.

Untagged VLAN

Specify the VLAN profile untagged in the VLAN.

Forbidden VLAN

Specify the VLAN profile forbidden in the VLAN.

Apply

Apply the settings to the switch.

Modify

9 - Click it to edit settings for the selected port.

VigorSwitch P2280 User’s Guide



[1-5-3 Voice VLAN

With such feature, a VLAN will be created temporarily and when the specified OUI device
delivers protocol packets related to “VolP”, VigorSwitch will guide these packets into the
specified Voice LAN with specified priorioty tag to speed up the packet transmission. Such
voice VLAN is only active inside VigorSwitch for packet transmission. After these packets
leave VigorSwitch, the Voice VLAN tag will be removed immediately.

11-6-3-1 Properties

This page allows a user to configure global and per interface setting of voice VLAN.

Auto Logout : _ M Pz 002800 [1 B>

Dashboard ©) Swich Lani >\

Stanus

Voéce VLAN State: * Enabla © Disable
Vioice VLAN k: Enable
Romark CoS/M02.1p: Ensblo » [Hsablo
Rmmar Valus:

Aging Time: = (3065536 rmin)

MAC Addess Table
Biocknd Port Recaver

OMAE Surveilanes

Available settings are explained as follows:

Item Description

Voice VLAN State Enabled - Click it to enable Voice VLAN.
Disabled - Click it to disable Voice VLAN.

Voice VLAN Id Check the box of Enable first and then select Voice VLAN ID
profile.

Remark CoS/802.1p Click Enabled / Disabled to enable or disable 1p remarking. If

enabled, qualified packets will be remarked by this value.

Remark Value Specify the number of packets to be remarked.

Specify the CoS/802.1p number you wish ingress VolP packets
be tagged with, so that QoS can prioritize it correctly.

Aging Time Select value of aging time (30~65536 min).

Default is 1440 minutes. A voice VLAN entry will be age out
after this time if without any packet pass through.

Apply Apply the settings to the switch.
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[1-5-3-2 Telephony OUI Setting

This page allows a user to add, edit or delete OUI MAC addresses. Default has 8 pre-defined
OuUl MAC.

NI Survadianes

QUl Address

00EDBB

00:03:68

Q0EDTS

00DO1E

N 0001E3

WE0EY

00:0FE2

00.098E

Description Ednt

3COM (] ®
Cisco (] (]
Veritel o.
Eingtal (] .
Siemens ﬂ.
NECPRils 20
HaC T ]
Avaya T ]

Available settings are explained as follows:

Item

Description

OUI Address

Type OUI address.

Description

Enter a description of the specified MAC address to the voice
VLAN OUI table.

Add

Click it to create a new voice OUI based on the settings
configured above.

Edit

g - Modify OUI setting for voice VLAN.

Edit OUI 00:E0:BB

Description:

00:ED:BE

@ - Click it to remove the selected OUI entry.
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[1-5-3-3 Port Setting

This page allows a user to specify LAN port(s) as Voice LAN port.

VLAN Maragement
Greain Vian

Part

intorkace Sotings

Voice VLAN

MALC VIAN

Prooc ol VLAN

Survelarce VLAN

CRF Sairymiianes

State Cos Mode

DOV OOOQOOOO

Available settings are explained as follows:

Item

Description

Port

Use the drop down list to specify one or more LAN ports.

State

Enabled - Click it to enable the port settings for Voice LAN.
Disabled - Click it to disable the port settings for Voice LAN.

Cos Mode

If Remark CoS/802.1p is enabled in Voice VLAN>>Properties,
settings in this page shall be applied. Otherwise, this option
will not take effect.

All - Once this port is identified as Voice VLAN by frame with
matched OUI, remark CoS/802.1p shall tag for all ingress
frame regardless of remarked frame matched with
pre-configured OUI or not.

Src (Source) - Once this port is identified as Voice VLAN by
frame with matched OUI, remark CoS/802.1p shall tag for only
the matched ingress frame with pre-configured OUI.

Apply

Apply the settings to the switch.

Edit

Click the icon under Edit for one entry to modify port settings
(State, Cos Mode) for voice VLAN.
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Edit port GE1

State:

| Enahbled

| s

1I-5-4 MAC VLAN

11-5-4-1 MAC Group

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you configure multiple groups with configured MAC address and mask to be
active on ports and to be bound with VLAN ID. This page allows the network administrator to
define groups with specific MAC addresses for later binding with VLAN and Port.

on3zan [l s

Group I 1. FVATABIEAT)
P

Growp ID MAC Address Mask Edit

No data availanie in tabie

OWMF Surendlanes

Available settings are explained as follows:

Item Description

Group ID It is a number for identification later, while chosen to be
bound with VLAN/Port.

MAC Address Enter the MAC address you wish to be classified in this group

Mask The mask is the length of matching prefix you wish to have on

MAC address.

For example, configure mask in 10. It means a host with
beginning of the 10-digit of MAC address will be checked, and
classified into this group if matched.

Add Click it to create a new MAC group profile based on the
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settings configured above.

Edit Click the icon under Edit for one entry to modify settings for
group ID.

I-5-4-3 Group Binding

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you to configure multiple groups with configured MAC address and mask to
be active on ports and to be bound with VLAN ID. This page allows the network administrator
to bind the group of specified MAC addresses with VLAN and Port.

aannpml:_ 'S PazEn mas O G

Lashbead 0 Swiich LAN > VLAN Management > MAC VLAN > Group Banding

Status

Ports:

Group 10

VLAN: 1 - 4094)

@«
S
MAC Address Tablo
Available settings are explained as follows:

Item Description

Ports Select the ports you wish to be bound with specified MAC
address group.

Group ID Choose the group ID you have created in earlier section, which
specified a group of host by MAC address and its mask.

VLAN Enter the VLAN ID that you wish to be bound with.

Add Click it to create a new MAC group binding profile based on the
settings configured above.

Edit Click the icon under Edit for one entry to modify settings for
selected port profile.
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11-5-5 Protocol VLAN

VigorSwitch offers protocol VLANs which allows Network Administrator to filter out untagged
traffic of certain protocol and then assign them a specific VLAN ID.

[1-5-5-1 Protocol Group

Up to eight protocol groups can be defined, each of them can have a unique filtering criteria
such as frame type and protocol value.

Gonaral Setp Group 10 (A7)
Port Seting
Frama Typs:
Murror
Protocol Valoe: (0x600 - xFFFE)
VLAN Managomant b [
Craats \Viun
Irterfiscn Settngs Group 1D Frame Type Protocol Value Edit
Vi VLAN 1 Ethemet_| x50 Q.

MACVIAN

Profocal VLAN

Survellance VLAN

MAL Addrous Table
Biocknd Port Recover

OMVE Syrvmilanes

Available settings are explained as follows:

Item Description

Group ID It is a number for identification while bounding with
VLAN/Port.

Frame Type Use the drop-down list to specify the frame type which you

would like to filter.
Ethernet_I =

Ethernet_II
IEEEB0Z2.3_LLC_Cther

RFC_1042

Ethernet_lI - Packet will be mapped based on Ethernet version
2.

IEEE802.3_LLC_Other -Packet will be mapped based on 802.3
packet with LLC other header.

RFC_1042 - Packet will be mapped based on RFC 1042.

Protocol Value Input a value (ranging from 0x600 ~OxFFFE). Packets match
with such value will be classified into this group.

Add Click it to create a new protocol group profile based on the
settings configured above.
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Edit
9 - Modify setting for selected group.

nl L
Edit Group 1

Frame Type L

IEEEGD2.3_LLC_Other -

Protocol Value

(0x600 - OxFFFE)  Ox 0501 ;

@ - Click it to remove the group.

[1-5-5-2 Group Binding

This page is for setting up the ports and protocol group that we would like to filter, and the
VLAN ID we would like to assign.

mam [ G

VLAN: 114034

o)
20

1 0.
TP
MAC Address Table
Breckid Pont Rocover

Available settings are explained as follows:

Item Description
Ports Use the drop-down list to select one or more ports for applying

protocol-based VLAN. Note that protocol-based VLAN can only
be applied to the ports of which Interface VLAN Mode (at VLAN
Management >> Interface Settings) is set to “Hybrid”.

Group ID Select the protocol group defined in Protocol Group setup.

VLAN Use drop down list to choose a value as VLAN number.
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Add

Add the above settings to the switch.

Before using Add, open Switch LAN>>VLAN
Management>>Interface Settings to specify Hybrid as
Interface VLAN Mode for the GE ports first. Otherwise, the
following error message will appear.

Some problems happend

Set Protocol-base VLAN Binding: Fort must be in General
Mode

Set Protocol-base VLAN Binding: Fort must be in General
Miocde

!

Edit

9 - Modify setting for the selected group.

Edit Group 3: GE5

VLAN

1000 A1 - 4094

@ - Click it to remove the selected group.
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11-5-6 Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value,
this helps you to prioritize those traffics and improve video quality.

11-5-6-1 Property

This page is for setting up the VLAN to which the video traffic should be assigned and to
enable/disable Surveillance VLAN on each port.

Starter: + Enable Disable

VLAN ID:

TN D 1 Aging Time; 1280 - [M0.65536 sec)
Create Vian [ ey ]
Irtonfoce Sofngs
MAC VLAN GE1 Disabéed Ao (]
o Au (/]
6
o Ao (]
o Ao o
GEB o Auto o
Dissbled  Aule (]
RIE Disat Aio (]
AL Address Table o o ikt 9
MT‘MW GE1D Disabied Aute (+]
Available settings are explained as follows:
Item Description
State Enabled - Click it to enable the port settings for such VLAN.
Disabled - Click it to disable the port settings for such VLAN.
VLAN ID Choose a VLAN profile (created in Switch LAN>>VLAN

Management>>Create Vlan) as Surveillance VLAN.

CoS/802.1p Remarking Specify the CoS/802.1p number you wish ingress packets be
tagged with, so that QoS can prioritize it correctly.

Enable - If enabled, qualified packets will be remarked by this
value.

Aging Time Unit is second.
Select value of aging time (30~65536 seconds).

Default is 1440 seconds. VLAN entry will be aged out after this
time if no packet passes through.

Apply Apply the settings to the switch.
Edit

9 - Click it to modify port setting status.
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Edit port GE1

State:
Disabled -
Mode:
ALtD -
QoS Policy:
video Packet -

State -Set it to enable surveillance VLAN function of interface.
Mode -Select port surveillance VLAN mode.

®  Auto: Surveillance VLAN auto detect packets that match
OUI table and add received port into surveillance VLAN ID
tagged member.

® Manual: User need add interface to VLAN ID tagged
member manually.

QoS Policy - Select port QoS Policy mode.

® Video Packet: QoS attributes are applied to packets with
OUl in the source MAC address.

®  All: QoS attributes are applied to packets that are
classified to the Surveillance VLAN.

OK - Apply the settings to the switch.
Cancel - Abandon the changes and return to previous page.
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11-5-6-1 Surveillance QUI

Filtering Surveillance traffic is based on the OUI of the IP cameras. Users can add, edit, and
delete OUI on this page.

larce OUY

Gonorat Sotup OUI Address:

Fo ety Description:
- o
[s)
L1
MAL Addruss Table
Biocknd Port Recaver
Available settings are explained as follows:
Item Description
OUI Address Enter OUI MAC address of monitored IP camera. It can’t be
edited in edit dialog.
Description Enter a description of the specified MAC address to the

surveillance VLAN OUI table.

Add Click it to create a new voice OUI based on the settings
configured above.

Edit
9 - Modify OUI setting for surveillance VLAN.

@ - Click it to remove the selected OUI entry.
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II-5-7 GVRP

[I-5-7-1 Property

This page allows the network administrator to configure registration mode (e.g., Normal,
Fixed or Forbidden) of GVRP (GARP VLAN Registration Protocol) for each GE port.

Such function can eliminate unnecessary network traffic and prevent any attempt to transmit
information to unregistered users.

MAL Address Tabie

Biocked Pont Recover

OWMF Surendlanes

Registration

Q00000 QQOQ QO 2

Enabied Narmal

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the port settings for such VLAN.
Disabled - Click it to disable the port settings for such VLAN.

Timeout Display the current time status for GVRP.

Apply Apply the settings to the switch.

Edit

e - Click it to modify settings for the selected port.

Edit port GE1
State:
Disahled d
VLAN Creation:

Enabled d

Mode:

Marrmal -
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State - Select Enabled or Disabled for such port.
VLAN Creation -Select Enabled or Disabled.
Mode - There are three modes to be specified.

® Normal - Default setting. All packets can pass through
the selected GE port.

® Fixed - The selected GE port only sends static VLAN
information to neighboring device and allows static VLAN
packet to pass through.

® Forbidden - The selected GE port only allows default
VLAN packet to pass through.

[1-56-7-2 Membership

This page display information about membership for GVRP.

VLAN Member Dynamic Member Type

No data availabie in tabie
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II-6 EEE

50

This page allows a user to enable or disable port EEE (Energy Efficient Ethernet) function.

Port
Enabie:
Port

Muiteast

Jumb Frame B

a1p

JAAC Addross Tablo

Biocknd Pen Recover

ragnustes

GE12

GE1S

1©) Swizh LAN » EEE » Enangy Efficiant Etharm Sstm

Ensbla »

Enable

Disabka

Disabled

Disapled

Disabled

Disabled

Disabied

Disapled

Disabled

Disabled

Disabked

Disabled

Disabled

Disabled

Available settings are explained as follows:

Disabie

Status

Ursabied

Disabled

Dizabled

Dizabled

Dizaplad

Disabled

Dizabled

Disabled

Dizabled

Disabled

Dizabled

Disabled

Disabled

PO000QC0000O0O00O
3

Item Description
Port Select one or multiple ports to configure (GE1 to GE28).
Enable Enable -Click it to enable the EEE function.
Disable - Click it to disable the EEE function.
Apply Apply the settings to the switch.
Modify

e - Click it to modify port setting status.
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[1-7 Multicast

IP multicast is a technique for one-to-many communication over an IP infrastructure in a
network.

To avoid the incoming data broadcasting to all GE ports, multicast is useful to transfer the
data/message to specified GE ports for IGMP snooping. When VigorSwitch receives a message
“subscribed” by the client, it must decide to transfer the data to specified GE ports according
to the location of the client (subscribed member).

[I-7-1 Properties

For the multicast packets, This page allows the network administrator to choose actions for
processing the unknown muliticast packets and for handling known packets with MAC address,
IP address and VLAN ID.

Auto Lagout : _ ™ F2280 mazs [1 B

Dashboard 0 Switch LAN > Multcast > Properdies # Properties
=5 Uniknown Mudticast Action: Diop & Flood o Foeward to Router Port
1Pvd Forward Mathod v Dot MACAVID o Dst IP & VID
1P6 Forward Mathed + DstMACEVID () Dat.IP & VID
&

)

Available settings are explained as follows:

Item Description
Unknown Multicast Select an action for switch to handle with unknown multicast
Action packet.

Drop: Drop the unknown multicast data.
Flood: Flood the unknown multicast data.

Forward to Router port: Forward the unknown multicast data
to router port.

IPv4 Forward Method Set the IPv4 multicast forward method.

Dst. MAC & VID: Forward using destination multicast MAC
address and VLAN IDs.

Dst. IP & VID: Forward using destination multicast IP address
and VLAN ID.

IPv6 Forward Method Set the IPv6 multicast forward method.

Dst. MAC & VID: Forward using destination multicast MAC
address and VLAN IDs.
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Dst. IP & VID: Forward using destination multicast IPv6 address
and VLAN ID.

Apply

Apply the settings to the switch.
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Multicast packets (IPv4) transmission without IGMP snooping

i\m m,

Source

l

o

11-7-2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links need which IP multicast streams. Multicasts may be filtered from the links which
do not need them and thus controls which ports receive specific multicast traffic.

Multicast packets (IPv4) transmission with IGMP snooping

i\m 1}

e w8 e .
+ 55" Viigor router 3 % === Vigor router

Source

IGMP

Snooping

VigorSwitch VigorSwitch

=

= = A

]

2

. | ) ) o
Receiver: Host A Host B Receiver: Host C Receiver: Host A Host B Receiver: Host C

[ Multicast Packet
—

[1-7-2-1 IGMP Setting

This page allows the network administrator to enable/disable IGMP function, select snooping
version, and enable/disable snooping report suppression.

onsxss 1 B

TGMF' Qe Sethiog UM St Uroup M Houber Tabde Fillenng Probe Fillenng g

IGMP Snucping State: « Enable . Disable
Mror

IGMP Snooping Verskan: w v2 o VIBSS)
Link Aggregation

IGM? Smocping Rapon Supprassion: » Enabls () Disabls

D
EEE
VLAN Seting
Mudticast
5 1
skl | EntryNo. | VLANID | IGMP Snoopl... Router Pons _.. Guery Rabus... Guery Intenva.... Cuery Max R... Last Member ... Last Member .. Im

M Snoopng

1 1 Digatie Enabied 2 1345 10 ) 1 Dis

fen

Available settings are explained as follows:

Item Description
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IGMP Snooping State Enable - Click it to set enabling IGMP function.
Disable - Click it to disable IGMP function.

IGMP Snooping Version Set the IGMP snooping version.
v2 - Only support process IGMP v2 packet.
v3 (BISS) - Support v3 basic and v2.

IGMP Snoopign Report Click Enable to allow the switch to handle IGMP reports

Suppression between router and host, suppressing bandwidth used by
IGMP.

Apply Apply the settings to the switch.

Modify

9 - Click it to modify IGMP settings for selected profile.
However, if IGMP Snooping State is not set as Enable, such
option will be disabled.

Edit VLAN ID 1

IGMP Snooping State

Dizable i

Router Ports Auto Learn

Enable -

Query Robusthess (Operational: 2)
2 F {1-7, default 2)

-

Query Interval (Operational: 125)

e

125 w SEC(30-18000, default 1245)

Query Response Interval (Operational: 10)

e

10 » oec(5-20, default 10)

Last Member Query Counter (Operational: 2)
2 ' Sec (1-7, default 2

Last Member Query Interval (Operational: 1)
1 ¥, Sec (1-28, default 13

w

Immediate Leave:

Enahle -

IGMP Snooping State -Choose Enable to enable IGMP snooping
function.

Router Ports Auto Learn - Set the enabling status of IGMP
router port learning. Choose Enable to learn router port by
IGMP query.

Query Robustness - Set a number which allows tuning for the
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expected packet loss on a subnet.

Query Interval - Set the interval of querier send general
query.

Query Response Interval - It specifies the maximum allowed

time before sending a responding report in units of 1/10
second.

Last Member Query Counter - After quering for specified
times (defined here) and still not receiving any response from
the subscribed member, VigorSwitch will stop transmitting
data to the related GE port(s).

Last Member Query Interval - The maximum time interval
between counting each member query message with no
responses from any subscribed member.

Immediate Leave - Leave the multicast group immediately on
the port & VLAN where leave message is sent from, regardless
there is still a subscribed member or not. Click Enable to
enable Fastleave function.

OK - Apply the settings to the switch.
Cancel - Close the page and return to previous page.

[I-7-2-2 IGMP Querier Setting

This page allows a user to configure querier settings on specific VLAN of IGMP Snooping.

Auto Logout : _ ™ Pzz0 osss [l B

Dastboard () Sorich LAN > Mutcast > IGMP Snooping > GMP Duerier Sutting

Filtering Profic

Cussior Version 3 v [BIS5)
AL Address Table
Blacked Port Rocoves
Available settings are explained as follows:
Item Description
VLAN ID Use the drop down list to specify a VLAN profile as IGMP
Snooping querier.
Querier State Enable - Click Enable to set the enabling status of IGMP

Querier on the chosen VLAN profile.
Disable - Click it to disable the function.

Querier Version Set the query version of IGMP Querier Election on the chosen
VLANS.

v2 - Querier version 2.
v3 - Querier version 3.
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Note: For maximum compatibility, it is suggested to use
querier version lower than IGMP snooping version, for there is
possibile network mixed with IGMP v2/v3 client and v2 query
message is widerly understandable for those clients.

Apply Apply the settings to the switch.

11-7-2-3 IGMP Static Group

The IGMP static group is allowed to assign a VLAN/port as a specific IPv4 multicast member.
Every IPv4 multicast stream that belongs to the specified group IP address will be forwarded
to the specified port/VLAN member.

Aurtos Logeou ¢ _ e PrEn e O B

Dashtoar ) Swoich LAN > Multicast > IGMP Soocping > 1GNP Stasic Group

1GMP Riouter Table w Filtoring Profie

VLANID:

Group IP Address:

@D
Group IP Address Mambar Forts Modity

Jumiba Frame

STP

MAL Address Tablo

Blockod Pon Aecover

Available settings are explained as follows:

Item Description

VLAN ID Use the drop down list to specify a VLAN profile as IGMP Static
Group.

Group IP Address It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv4 multicast address you wish to assign for the
static group (defined in VLAN ID).

Member Ports Specify the port(s) that static group with given IPv4 multicast
address shall include.

Apply Apply the settings to the switch.

Modify

9 - Click it to modify settings.

VigorSwitch P2280 User’s Guide



[1-7-2-4 IGMP Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the
assigned IPv4 multicast address group in operation.

Auto Logout : _ ™ PzzR0 nosu [l G
Snaoping > IGMP Group Tabla

VLAN ID Group IF Address Member Ports Type Life(sec.)

)

Available settings are explained as follows:

Item Description

VLAN ID Display the VLAN of this multicast group belongs to.

Group IP Address Display the multicast address of this multicast group.

Member Ports Display the port(s) where subscribing member of this multicast
group belongs to.

Type Display if it is dynamically learned or statically assigned.

Life(sec.) Display the life time of this multicast member left if no

membership report sent again.
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11-7-2-5 IGMP Router Table

This page shows the IGMP querier router known to this switch.

e

P20 o1oem [

Dashboaed D) Seich LAN > Mulicast > IGMP Snooprg > IGMP Router Tabie

Status,

YLAN ID

e

VLANID:

Typa:

Member Ports:

IGMP e Tabile Fitiing Frofis [l Fiiering Binding

= Swmiic o Forbidden

Static Fort Fergidden Port Expiry Time{sec.) Eait

GE1.GE28 LAG1-LAGE o 6

Available settings are explained as follows:

Item Description

VLAN ID Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that the MLD
querier belongs to.

Type Static - Specify LAN Port (GE/LAG) to send out query to

remote host.

Forbidden - Use the drop down list to specify forbidden LAN
Port (GE/LAG).

Member Ports

Use the drop down list to choose the uplink ports where
querier router exists.

Add Click it to display the result based on the settings configured
above.
Port Display the static port member specified in Member Ports.

Expire Time (sec.)

Display the time before querier is considered no longer
existed.

Edit

Click the icon under Edit to modify the settings for the
selected VLAN profile.
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11-7-2-6 Forward All

This page is allowed to determine which port(s) would like to receive the data (multicast
packets) that forwarded by VigorSwitch.

P20 o104 [ B

. D

Dathboard © Swich LAN > Mulicast > )

IGMP Queorior Setting 1GMP Group Tatle IGMP Fiouter Table Throtting

Gonaral Setup #wallable VLAN:

Static Ports:

Forbidden Ports:

N vian Static Part Forbidden Port Edit

GE1.GES SE14.GE16-0E18 (1]

Aot

Available settings are explained as follows:

Item Description

Available VLAN To display all of the available VLAN, the State must be set as
Enabled in MLD Setting first.

Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that
multicast packets will be forwarded to.

Static Ports Use the drop down list to specify LAN Port (GE/LAG).

Later, the multicast packets will be delivered to the network
device connected by these ports.

Forbidden Ports Use the drop down list to specify forbidden LAN Port
(GE/LAG).

Later, the multicast packets will not be delivered to the
network device connected by these ports.

Add Click it to display the result based on the settings configured
above.

Edit e
- Click it to modify port setting (static port and forbidden
port).

@ - Click it to remove the selected entry.
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[I-7-2-7 Throttling

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The Throttling page is used for configuring the maximum number (0~256) of IGMP group that a
user on a switch port can join. After defined the maximum number, each switch port
interface can be set to deny the IGMP join report or set to replace randomly selected
multicast interface with received IGMP join report.

Auts Logout : _ M P60 s [ G

Dashbeard © Swich LAN > Muticast > |GMP Snooping = Thotting

VGEMP Statc Group 1GEME Group Tatie IEMP Houter Tabie W re Filiaring fincing

M Group: - 0~ 256)

Excsad Action: & Dany o Ropisce

| Fort Max Group Excesd Action

Deny

- - - ]

ac - GEN P

IO OQO0OOOO !

Available settings are explained as follows:

Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Max Group Define the maximum number of IGMP group profile that a user

on the switch can join. If “0” is selected, then such interface
(port) can join all of the IGMP group profiles (defined in
Filtering Profile).

Exceed Action VigorSwitch will perform the action defined below when the
number of IGMP join report for the specified interface exceeds
value defined in Max Group.

Deny - It is default setting. The IGMP join report (for multicast
service) received by such interface will be discarded.

Replace - When it is selected, a new group with IGMP report
received will replace the existing group.

Apply Apply the settings to the switch.
Edit

9 - Click it to modify port setting (max group and exceed
action).

VigorSwitch P2280 User’s Guide



[I-7-2-8 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast. It
has nothing to do with the general IGMP query.

Auto L ogout : - " 2200 e O G
s ch LAN > Milbicast = IGHP Snoopeg = Fillaning Profie

Profile 10 (1 128)

Saant Addross:

End Address:

Action: & Miow © Deny

&>

Allow ee
11
Blocked Port Recover

Available settings are explained as follows:
Item Description
Profile ID Use the drop down list to select one filtering profile (1~128)
for IGMP snooping.

Start Address Enter an IP address as the starting point for the IP range.
End Address Enter an IP address as the ending point for the IP range.
Action Deny - It is default setting. The forwarding request of

multicast traffic will be discarded.

Allow - When it is selected, the request for multicast traffic
will be forwarded to the multicast group normally.

Add Click it to display the result based on the settings configured
above.

Edit e
- Click it to modify port setting (max group and exceed
action).
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Edit Profile 1

Start Address:
224.0.0.1
End Address:
224002
Action:
Al -

[I-7-2-9 Filtering Binding

This page allows the network administrator to select a filtering profile for LAN/GE port to
process multicast traffic.

oA QB

Frofile ID Edn

o

]

@

@

@

]

STP (]
MAC Address Table G 9
Blocked Port Rocoved G 9
CMAF Sureilance 1 0
Securty 1 9
e 1 @

Available settings are explained as follows:

Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Profile ID Use the drop down list to choose the filtering profile for the

select port/interface.

Enable - Check this box first to make profile ID selection be
available for choosing.

Apply Apply the settings to the switch.
Edit

e - Click it to modify port setting (enabling / disabling filter
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function and choosing a profile for such interface).

Edit Port GE1

Filter:
Enahle

Profile:
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[I-7-3 MVR

Multicast VLAN Registration (MVR) can route packets received in a multicast source VLAN to
one or more desination VLANs. LAN users are in the destination VLANs and the multicast
server is in the source VLAN.

MVR can continuously send multicast stream for traffic in the multicast VLAN, but isolate the
streams from the source VLANs for bandwidth and security reasons.

In general, MVR is able to:
® |dentify the MVR IP multicast streams and their associated IP multicast group.

® Intercept the IGMP messages

[I-7-3-1 Property

This page allows the network administrator to configure general settings for MVR, such as
enabling function, selecting VLAN ID (as source VLAN) and specify IP address(es) for
receiver/LAN users.

Muto Logout : _ Mk P20 oxanis [ G

Dastisard (©) Switeh LAN 5 Mkicast 3 MVRE > Propart

B
sy
Port Satirg
State: « Enabile Diluabie
Mrror

VLAM 10 st}

Mode: * Compatible  Dynamic

Gamup Count: (112

Query Time: . {110 5uc)

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the MVR function.
Disabled - Click it to disable the MVR function.

VLAN ID Choose one VLAN profile (defined in VLAN
Management>>Create Vlan) from the drop down list as
multicast source VLAN which will receive multicast data. All
source ports must belong to this VLAN. The default is VLAN 1.

Note: Each VLAN ID shall be configured with group address
and member port (defined in MVR>>Group Address page).

Mode There are two modes offered for MVR operation.

Comaptible - Multicast data received by MVR hosts
(multicast server) will be forwarded to all MVR receiver
ports.

Dynamic - Multicast data received by MVR hosts (multicast
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server) on Vigor switch will be forwarded from those MVR
data and client ports grouped under MVR server.

Group Start Enter an IP address. Any multicast data sent to this IP
address will be sent to all source ports on Vigor switch; and
all receiver ports will accept /receive data from that
multicast address.

Group Count Select a number to configure a contiguous series of MVR
group addresses (the range for count is 1 to 128; the default
is 1).

Query Time Use the drop down list to define the maximum time (1 - 10

seconds) to wait for IGMP report members on a receiver port
before the port is removed from multicast group.

Apply Apply the settings to the switch.

Operation Group Display group information for MVR operation.

[1-7-3-2 Port Setting

It is necessary to specify destination port and source port (GE/LAG) for Vigor system to
perform MVR operation.

M Pz oaass [} G

Kal Hone ) Ressiver 5
|||||||| fiate Luave Ensble & Disabl
<D

Role Immediate Leave Edit
source Enanled [
@
@
sabie [
Nane Disabled [ ]
STP N ibked o
MAL Address Table Abilea [}
Blocked Port Recaver i i @
OMVIF Suryed AL @
e GE1D Nane [}
ALl e fan [/}
= GE1 Nar &

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select LAN Port (GE/LAG). Later,
each port can be set as Recevier or Source port respectively. If
you do not satisfy with the port setting, simply click the Edit
button to make the modification.

Role None - Noting will be happed to the selected LAN port in MVR
operation.

Receiver - The selected port will be treated as destination
port which will receive multicast data from the multicast
server.

Source - The selected port will be treated as source port
which will send multicast data to the receiver port.

Immediate Leave Enable - Enable the function fo immediate leave. When the
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port (with the role of receiver) receives the leave message, it
will be removed from multicast group to speed up leave
latency.

Disable - Disable the function of immediate leave.

Apply

Apply the settings to the switch.

Edit

e - Click it to modify port setting (role and immediate
leave).

[1-7-3-3 Group Address

This page allows the network administrator to configure IP address and specify port member
for VLAN selected in MVR>>Property page.

ot D

Mk F2200 oz 0 G

Dashboard Q) Swaich LAN » Mulicast > MVR . > Group Addrees

nem

Available settings are explained as follows:

----- [0.0.0.0. L0.0.0)

Group Address Membar TYpe Lite {3ec.] Edit

No data available in tabie

Item

Description

VLAN ID

Display the ID number of the VLAN.

Group Address

Define a range of IP address(es) with the format of
EEXXX L XXX XXX XXX = XXX XXX XXX XXX

Member Choose GE/LAG port to be grouped under the selected VLAN.

Add Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify the settings.
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1I-7-4 MLD Snooping

MLD snooping does the same thing as IGMP snooping. The difference is that IGMP snooping
acts on IPv4 packets; MLD snooping acts on IPv6 packets. MLD snooping is the process of
listening to Multicast Listener Discovery network traffic. It can examine IPv6 packets and
forward these packets to designate location via VLAN port members.

Multicast packets (IPv6) transmission without MLD snooping Multicast packets (IPv6) transmission with MLD snooping

ml\ 1}

—
85" \figor router

Source

MLD

Snooping VigorSwitch

Receiver: Host A Host B Receiver: Host C

Receiver: Host A Host B Receiver: Host C

[ Multicast Packet
—

[1-7-4-1 MLD Setting

This page allows the network administrator to enable/disable MLD Snooping function, select
snooping version, and enable/disable snooping report suppression.

oiza [ B

Fillerrg Probe

Sepo: Enable « Disable

arakon; = MLDNT ) MLDNZ

epr Supprwnion: Enable =« Dissblo

MLD Snooping RouterPort  Guery Guery Query Max Last Member Last Member
YLAN ID Operational 5t... Auta Leam Robusiness Interval Response Inte... Query Counter Query Interval Immediate Leave Edit
Disabied Enatied 2 125 10 2 1 Disatied ]
st
MAC Addemss Tabie
Blochad Port Recaver

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the MLD snooping function.

VigorSwitch P2280 User’s Guide 67



68

Disabled - Click it to disable the MLD snooping function.

Version

VigorSwitch supports two versions of MLD snooping.

MLDv1 - When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and bridge the traffic to IPv6 destination
defined with multicast address(es).

MLDvZ2 - When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and forward the traffic to destination
defined with multicast address(es).

Report Suppression

Enabled - Click it to allow the switch to handle MLD reports
between router and host, suppressing bandwidth used by MLD.

Disabled - Click it to disable the function.

Apply

Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify the settings for the selected VLAN ID
(GE/LAG port).

1 Edit VLAN ID 1 i

I MLD Shooping State I

Disahble -

Router Ports Auto Learn

Enable -

Query Robustness (Operational: 2)

s

2 Sy (1-7, default 23

Query Interval (Operational: 125)
l 126 o Sec(30-18000, default 125)

Query Response Interval (Operational: 10)

= Sec(5-20, default 10
i 10 s BCf L defau i

m Last Member Query Counter (Operational: 2}

e

2 < Sec (1-T, default 2)

Last Member Query Interval (Operational: 1)

s

1 = Sec (1-25, default 1)

Immediate Leave:

Dizahle -

MLD Snooping State - Enable/disable the MLD snooping
function for the selected port.

Router Ports Auto Learn -Set the enabling status of IGMP
router port learning. Choose Enable to learn router port by
MLD query.
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Query Robustness - Set a number which allows tuning for the
expected packet loss on a subnet.

Query Interval - Specify the time interval for VigorSwitch to
send out general MLD query to the host (responsible for
responding). Later, based on the response, VigorSwitch can
forward the traffic through ports in VLAN.

Query Response Interval - Specify the time interval for
VigorSwitch to receive the query response from the host. If
time is up and no response received, the packets will be
blocked and discarded.

Last Member Query Counter - After quering for specified
times (defined here) and still not receiving any response from
the subscribed member, VigorSwitch will stop transmitting
data to the related GE port(s).

Last Member Query Interval - The maximum time interval

between counting each member query message with no
responses from any subscribed member.

Immediate Leave - Click Enable to enable the function of
immediate leave. When the GE/LAG port receives the leave
message, it will be removed from multicast group to speed up
leave latency.

OK - Apply the settings to the switch.

Cancel - Close the page and return to previous page.

[1-7-4-2 MLD Static Group

The MLD static group is allowed to assign a VLAN/port as a specific IPv6 multicast member.
Every IPv6 multicast stream that belongs to the specified group IP address will be forwarded
to the specified port/VLAN member.

Muto Logoa : _ ™ P22 oEn QG

Dastboard Q) Swich LAN » Mutienst > MLD Smoppng > MLD Stase Genup

MLD Growp Tabde MLD Fontber Tabsy Forward All

WLAN ID-

Group IP Addrass

Mermiber Posts:

Group IP Address Member Ports Madify

Available settings are explained as follows:

Item Description

VLAN ID Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) as MLD
Static Group.

However, if State in MLD Setting is not set as Enabled, such
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option will be disabled and no ID can be selected.

Group IP Address It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv6 multicast address you wish to assign for the
static group (defined in VLAN ID).

Member Ports Use the drop down list to specify interaces (GE/LAG) for
receiving the packets from group IP address.

Add Click it to display the result based on the settings configured
above.

[I-7-4-3 MLD Group Table

This page shows currently known and dynamically learned by MLD snooping or shows the
assigned IP6 multicast address group in operation.

Auto Logout : _ M Pzz0 m%sl [ B
N R S T R

Lite{sec.}

MAC Addvess Table

Blocked Pent Racoves
CAIF Survasiianes
Saeurty

act

e

Available settings are explained as follows:

Item Description

VLAN ID Display the name of VLAN configured in MLD Static Group.

Group IP Address Display the IP adderss defined in MLD Static Group.

Member Ports Display all of the interfaces defined in MLD Static Group.

Type Display if it is dynamically learned or statically assigned.

Life(sec.) Display the life time of this multicast member left if no
membership report sent again.
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11-7-4-4 MLD Router Table

This page is allowed to configure VLAN profile by specifying static/forbidden ports for the
router (MLD querier).

At Logout : _ " Pz orrsr [ B
ch LAN > Muitiast > MLD Srecping > MLD Router Table

@D
VLAN ID Port Static Port Forbidden Part Expiry Tima(sec.) Eant
&P
Ereked Porl Recover
Available settings are explained as follows:
Item Description
VLAN ID Use the drop down list to specify a VLAN profile (created in

Switch LAN>>VLAN Management>>Create Vlan) that the MLD
guerier belongs to.

Type Static - Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden - Use the drop down list to specify forbidden LAN
Port (GE/LAG).

Member Ports Use the drop down list to choose the uplink ports where
querier router exists.

Add Click it to display the result based on the settings configured
above.

Port Display the static port member specified in Member Ports.

Expire Time (sec.) Display the time before querier is considered no longer
existed.

Edit

9 - Click it to modify the settings for the selected entry.
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Edit VLAN 1

Static Port:
GE1, GE2, GE3 -

Forbidden Port:

Mothing selected -

11-7-4-5 Forward All

This page is allowed to determine which port(s) would like to receive the data (multicast
packets) that forwarded by VigorSwitch.

s Losgovt _ Mk P ois 1 G
Swith LAN > Wit ing > Forward Al

Dshboard

Fittaring Protin. [l Fitering Binding

Genwral Setup Available VIAN:

Semtle Paris:

Forbadden Poms:

Statie Port Ferbiddan Part Edit

Available settings are explained as follows:

Item Description

Available VLAN To display all of the available VLAN, the State must be set as
Enabled in MLD Setting first.

Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that
multicast packets will be forwarded to.

Static Ports Use the drop down list to specify LAN Port (GE/LAG).

Later, the multicast packets will be delivered to the network
device connected by these ports.

Forbidden Ports Use the drop down list to specify forbidden LAN Port
(GE/LAG).

Later, the multicast packets will not be delivered to the
network device connected by these ports.
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Add Click it to display the result based on the settings configured
above.

Edit 9
- Click it to modify port setting (static port and forbidden
port).

@ - Click it to remove the selected entry.

[I-7-4-6 Throttling

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The Throttling page is used for configuring the maximum number (0~255) of MLD group that a
user on a switch port can join. After defined the maximum number, each switch port
interface can be set to deny the MLD join report or set to replace randomly selected multicast
interface with received MLD join report.

manen [ B

MLD Group Table

Exceed Action: & Deny Replace

[ 2ot |

& [

3E2 n (]

3 (]

]

Dy 9

5P 5 (<]

MAC Addvess Table 5 ™ (]

Blackad Po Ricaves 1 6 [ ]

CAMAE Surcadane O

S 1 o

ACL -  GEN 288 ]

Available settings are explained as follows:
Item Description

Ports Use the drop down list to specify LAN Port (GE/LAG) for

applying throttling feature.

Max Group Define the maximum number of MLD group profile that a user
on the switch can join. If “0” is selected, then such interface
(port) can join all of the MLD group profiles (defined in
Filtering Profile).

Exceed Action VigorSwitch will perform the action defined below when the
number of MLD join report for the specified interface exceeds
value defined in Max Group.

Deny - It is default setting. The MLD join report (for multicast
service) received by such interface will be discarded.

Replace - When it is selected, a new group with MLD report
received will replace the existing group.

Apply Apply the settings to the switch.
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Edit
9 - Click it to modify the settings for the selected entry.

[I-7-4-7 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast
traffic. It has nothing to do with the general MLD query.

nan 0 G

MLD Group Table Filiaring tncing

Cianar Satup Profila I0: 1128

Stant Address:

Erd Address:

&3

moz 1 ma 2 Allow oo
5P
AL Agsrnas Tabls
Blocked Port Recover

Available settings are explained as follows:
Item Description
Profile ID Use the drop down list to select one filtering profile (1~128)
for MLD snooping.

Start Address Enter an IP address as the starting point for the IP range.
End Address Enter an IP address as the ending point for the IP range.
Action Deny - It is default setting. The forwarding request of

multicast traffic will be discarded.

Allow - When it is selected, the request for multicast traffic
will be forwarded to the multicast group normally.

Add Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify the settings for the selected entry.
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Edit Profile 1

Start Address:
224.0.0.1
End Address:
224002
Action:
Al -

[I-7-4-8 Filtering Binding

This page allows the network administrator to select a filtering profile for LAN/GE port to
process multicast traffic.

orazie [ B

Frotila 10 - Enabie

o
]
(]
/]
(]
/]
(]
(/]
(]
(/]
(/]
& ]
ACL 1 0
Available settings are explained as follows:
Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Profile ID Use the drop down list to choose the filtering profile for the

select port/interface.

Enable - Check this box first to make profile ID selection be
available for choosing.

Apply Apply the settings to the switch.
Edit

e - Click it to modify port setting (enabling / disabling filter
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function and choosing a profile for such interface).

Edit Port GE1

Filter:
Enahle -

Profile:
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11-8 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.

mazm [ B

Sysem Maintonance

Diagnostics

[1426.1772%)

Available settings are explained as follows:

Item

Description

Jumbo Frame (Bytes)

Enter Jumbo frame size. The valid range is 1526 bytes - 9216
bytes.

Apply

Apply the settings to the switch.
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II-9 STP

78

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for
any bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning
Tree Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and
a multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per
VLAN Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and
their connections. What they share are bridge protocol data units (BPDUs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are
listening. If any loops (multiple possible paths between switches) are found in the network
topology, the switches will co-operate to disable a port or ports to ensure that there are no
loops; that is, from one device to any other device in the layer 2 network, only one path can
be taken.

11-9-1 Properties

This page allows a user to configure and display Spanning Tree Protocol (STP) property
configuration.

mlw:- Mk P20 maas [} B>

Dashboard Q) Swich LAN » TP » Progertes

Stans

Tl El

STH Mods & Disabls o ST o RSTP o MSTR

HROU Hardiing: & Flooding . Fitering

PathCost Mathod: Short w Loag

Biccked Port Recover
ONAF Survollance
Security
ACL
Qo8
PoE
Sysbern Masntenarce

Diagnostcs

Available settings are explained as follows:

Item Description

STP Mode Set the operating mode of Spanning Tree (STP).

Disabled - Disable the STP operation.

STP - Enable the Spanning Tree (STP) operation.

RSTP - Enable the Rapid Spanning Tree (RSTP) operation.

MSTP - Enable the Multiple Spanning Tree Protocol (MSTP)
operation.

BPDU Handling Specify the BPDU forward method when the STP is disabled.
Filtering - Filter the BPDU when STP is disabled.
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Flooding - Flood the BPDU when STP is disabled.

PathCost Method

Specify the path cost method.

Long - Specifies that the default port path costs are within the
range: 1~200,000,000.

Short - Specifies that the default port path costs are within
the range: 1~65,535.

Apply

Apply the settings to the switch.

11-9-2 Port Setting

This page allows the user to configure and display Spanning Tree Protocol (STP) port settings.

Admin Enable

Disabled o 128 No

Enabied

oz [ B

Pagh Cost (0 = Auto)
Py

Edge Poit:

| Mo |

Path Cost Priority Edge Port P3P Gption BEDU Filter BPDU Guard

Mo Ao

Available settings are explained as follows:

Item

Description

Ports

Use the drop down to specify the interface ID or the list of
interface IDs.

Path Cost (0=Auto)

Path cost is the cost of transmitting a frame on to a LAN
through that port. It is recommended to assign this value
according to the speed of the bridge. The slower the media,
the higher the cost. Entering 0 means the switch will
automatically assign a value.

Priority

Specify a priority value for the switch. The smaller the priority
value, the higher the priority and greater chance of becoming
the root.

Edge Port

In the edge mode, the interface would be put into the
Forwarding state immediately upon link up. If the edge mode
is enabled for the interface and there are BPDUs received on
the interface, the loop might be occurred in the short time
before the STP state change.

Yes - Enable the function.
No - Disable the function.

P2P Option

Auto - VigorSwitch determines the STP of link type for this
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port automatically.
Yes - It means the STP of link type on this port is full-duplex
and directly connect to another switch or host.

No - It means the STP of link type on this port is “not”
full-duplex and “does not” directly connect to another switch

or host.

BPDU Filter Yes - Drop all BPDU packets and no BPDU will be sent.

BPDU Guard Yes - BPDU Guard further protects your switch by turning this
port into error state and shutdown if any BPDU received from
this port. Check it to enable such function.

Apply Apply the settings to the switch.

After clicking it, the settings configured above will be shown
on the table below.

Ports Use the drop down to specify the interface(s) for applying the
function of Migrate.

Migrate Click it to force the port(s) specified above to send one RSTP
BPDU (Rapid Spanning Tree Protocol Bridge Protocol Data
Unit).

Admin Enable YES - Such port is managed by VigorSwitch.

Edit Click it to modify the settings for the selected GE port.

128

M

Auta

Edit Port GE1

Path Cost (0 = Auto)

L]

Priority

Edge Port

PZ2P Option

BPDU Filter: []ves

BPDU Guard: ]ves
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11-9-3 Bridge Setting

This page allows the network administrator to configure required information to negotiate

with other VigorSwitch for determining the bridge switch.

oo

System Manienance

Dragnastes

Dashboard ) Swith LAN > STP > Brdge Sefing

Pzl o551 [ B

(.40

E0]

[iRL]

Available settings are explained as follows:

Item

Description

Priority

Specify the bridge priority. The valid range is from 0 to 61440,
and the value should be the multiple of 4096. It ensures the
probability that the switch is selected as the root bridge, and
the lower value has the higher priority for the switch to be
selected as the root bridge of the topology.

Forward Delay

Specify the STP forward delay time, which is the amount of
time that a port remains in the Listening and Learning states
before it enters the Forwarding state. Its valid range is from 4
to 10 seconds.

Max Age

Specify the time interval in seconds for a switch to wait the
configuration messages, without attempting to redefine its
own configuration.

Tx Hold Count

Specify the tx-hold-count used to limit the maximum numbers
of packets transmission per second. The valid range is from 1
to 10.

Hello Time Specify the STP hello time in second to broadcast its hello
message to other bridge by Designated Ports. Its valid range is
from 1 to 10 seconds.

Apply Apply the settings to the switch.
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11-9-4 Port Advanced Setting

This page allows user to edit general setting of STP CIST port and browser CIST port status.

msm [ G

Pert Setting

Ingentifier
Fant Softing Port (Priority/iD)

PoE
System Mainionance : T

Diagrostcs

Dashboarn Q) Swiich LAN » 5TP > Port A

Path Cost

Edge Port  P2P Optien

Gontioper Designated .. Root Path Cost

Available settings are explained as follows:

Br..

Fort Role Port State Edit

No/No Aulo / No Disabed Disabied

No i/ Na Ao 1 N Disabed Disanied

Q000000000 QODO

Item Description
Port Display the interface number for GE and LAG.
Indentifier(Priority/ID) Display the spanning tree port identifier.

Path Cost Conf/Oper

Display current path cost of given port.

Designated Root Bridge

Display the identifier of designated root bridge.

Root Path Cost

Display the operational root path cost.

Designated Bridge

Display the identifier of next bridge on this port.

Edge Port Conf/Oper

speed up link up.

Display if this port is configured as Edge of STP network, for

P2P MAC Conf/Oper

another switch or host.

Display if this port is configured as point to point link to

Port Role

Display current port role on the specified port. The possible
values will be: “Disabled”, “Root”, “Designated”,
“Alternative”, and “Backup”.

Port State

“Forwarding”.

Display current port state on the specified port. The possible
values will be: “Disabled”, “Discarding”, “Learning”, and

Edit

LAG port.

Click it to modify the priority setting for the selected GE port /
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Edit Port GE1

Priority

11-9-5 Statistics

This page displays STP statistics.

GED
GEN

GE12
GE13
GEY
GE1S
GE1G

Dragnostes - BT

Configurs BRDUS Rx. TCN BFDUS Rx. Configurs BPDUS Tx. TCM BPOUS Tx,

[}
(1]
o
o
0
o
o
0
1]
[}
[
0
o
o
0
o
o

o ele o o|lea o|loa o o o' g vl a o o
oo o o|lo oo @ o B @ B|lo 8 @ o

Available settings are explained as follows:

Item

Description

Port

Display the port number (GE / LAG).

Configure BPDUs Rx.

Display the counts of the received CONFIG BPDU.

TCN BPDUS RX.

Display the counts of the received TCN BPDU.

Configure BPDUs Tx.

Display the counts of the transmitted CONFIG BPDU.

TCN BPDUSs Rx

Display the counts of the transmitted TCN BPDU.
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11-9-6 MST Instance

MSTP allows traffic of different VLAN to be mapped into different MST Instances. VigorSwitch
supports up to 16 independent MST instances (0~15) with which the VLAN can be associated.

o1ss3s 1 B

Dastiboard {© Swich LAN » STP > MST Instance

[ ge Seting | Pont Advanced Setirg

MsTI Prierity Brdge Identifiter Designated Root ... Root Port Root Path Cost Remaining Hop VLAN Edit
o 32768 ATER-DIDCAADC B 0-00°D0r00; MNiA 1] 1] 1.4094
1 17768 Nk 1] g
1776 s o ]
Jzren iR a G
EEE_ 3276 Nk o Q
i 22760 MiA o Q
Jumbe Frame
e 22788 MiA 0 0
B 327! N 0 [
Blocked Port Recover
ONF Surseflance 2 SEiE o g O
Secinty 10 32768 001D AADCE. 0-00:00 NiA ] a
= 1 327658 32768-0010AADCE. 0-00:00:00:00:00:0 N 1] 0
e 1 32768 00 NiA ] [ ]
= 1 32768 008 NiA ] (]
System Maimenance " s . . ! )
s 1 Iarss -0 NiA [ Q [ ]
Available settings are explained as follows:
Item Description
MSTI Display the index number of MST Instance. Each MSTI can have

one or multiple VLANSs.

Edit 9
- Click it to modify the priority setting for the selected GE
port / LAG port.

I |
Edit MSTI 1

VLAN
] (1-4094, set0to cancel)
Priority
32768 S| (0- 61440, default 32768)

Bridge ldentifiter
32TEB-0001DAATT:22:44

Desighated Root Bridge
0-00:00:00:00:00:00
Root Port

Root Path Cost

Remaining Hop
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VLAN - Enter the ID (1-4094) of the VLAN which should be
associated with this MSTI.

Priority - The switch priority for this MST instance. A lower
number gives the switch higher chance to be chosen as the
root bridge.

Bridge Identifiter - Display the priority of MSTI instance
number + MAC address of the switch.

Designated Root Bridge - Display the Bridge Identifier of the
root bridge.

Root Port - Display the port toward the root.

Root Path Cost - Display the path cost toward the root.
Remaining Hop - Display the remaining hop count in BPDU.
OK - Save the modifications.

11-9-7 MST Port Setting

MST Port Settings is used to configure the GE port / LAG group settings for each MST instance.
The table displays the MST parameters for each port.

misedn 0 G

Priarity Part Rele Part State Mede Type 0 B.. 'l P.. . g Hop Edi
128 Cisatied Dsagied RSTP 1281 20000 [
EEE GE2 20000 128 Disadled Disadled RETP 128-2 20000 l
[ GE3 20000 =% Forwarding  RSTP 128-3 i
s Frawe GE4 20000 128 Disabled RSTP 1284 (
_ GES 20000 128 Disatled Disabled RETR 1285 {
MAG Adoras Tibie GE6 20000 128 Disabled Desadled RETR 128.6 200 l
Bipcha Port ncoyes 20400 128 Disanled Disabled 1287 20000 {
B 126 Disabled Disabled 1286 20000 i
Hacth 128 Disanied Disabled 125-5 200 l
it 128 Disabled Formwarding 128-10 i
05 128 Disabled Disabled RSTP 128-1 [}
BE 125 Disatied Disanled 128-12 {
s M Cisabled Cizasied 1281 L)
L orcatica Dusabied Cesadled RSTP 1281 00 {
Available settings are explained as follows:
Item Description
MSTI Select one of the MST instances.
Edit 9
- Click it to modify the path cost and priority setting for
the port.
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ratefen b meT R

Edit Port GE1

MSTI
1]
Path Cost
1] i1 - AT, O = A0
Priority
15
Mi=akled RETF EGULGELRD

MSTI - Display the selected MST instance.

Path Cost - Set path cost value for the port. A port with lowest
value will be used as the forwarding port by spanning tree.
Default value was set according to the bandwidth of the port.

Priority - Among the ports with same path cost, port with
lower priority will have higher chance to be used as the
forwarding port by spanning tree. Use the drop down list to
choose desired priority value.
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11-10 MAC Address Table

This section allows user to view the dynamic MAC address entries in the MAC table, change
related setting, and assign MAC address into MAC table.

1I-10-1 Static MAC Setting

This section allows user to manually assign MAC address into MAC table. The configuration
result will be displayed on the table listed on the lower side of this web page.

At Logout _ '3 (e o Ol
Cashbosn (@) Swich LAN > MAC Adiress Table = Static MAC Seting > Statc MAC

Status

- m

Ceneral Setun
Pert Satang
Maror

Link Agregirson

No. MAC Address VLAN Pant Delate

Available settings are explained as follows:

Item Description
MAC Address Enter the MAC address that will be forwarded.

VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination
MAC address will be forwarded to.

Add Click it to add any port into the static MAC table.
Delete Click it to remove the selected port from the static MAC table.
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11-10-2 Dynamic Address Setting

This page allows a user to configure aging time for dynamic MAC address.

s Ol

(3-32067)

Available settings are explained as follows:

Item Description

Aging Time Enter the Dynamic MAC address aging out value (5-32767
seconds).

Apply Apply the settings to the switch.
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11-10-3 Dynamic Learned

This page displays the MAC address and port number automatically learned by VigorSwitch.

Hiskos Logot : - P00 osoast Oy
Dastiboard s Dynarte Leamned » Dyname Learned
VLAN Type Pert
defauit(1) Dynamie Add o Static
tetau [ Add to Static
defaun(1) Dyname GE3 Add to Static
defauit(1) Cynamic GE3 Add to Static
default{1) Dynamic GE3 Add bo Static
i1 Add o Static
defaut(1 Dynas GE3 Add to Static
elault GE: Add to Static
GE Add o Static
0010 AALC 1A 18 istauit{1) L A4ad to Static
DO IDGAAAC 1A 4 default{1) ims GE! Add to Static
0 IHED defaul GE: Add to Static
Socunty ED (R H default(1 GE Add to Static
AL ! ) [ Add ta Static
o8 defauit{1) Drynamic GE:

Available settings are explained as follows:

Add to Static

Item Description

MAC Address Display the MAC address that will be forwarded.

VLAN Display the VLAN group to which the MAC address belongs.

Type Display whether the MAC address is Dynamic (learned by the
Switch) or Static Unicast (manually entered in the Static MAC
Forwarding screen).

Port Display the port to which this MAC address belongs.

Add to Static

Click this button to add any port into the static MAC table.
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11-11 Blocked Port Recover

This page is used for configuring settings to recover the port which is being blocked by the
following functions after a defined period of time.

2200 woise Jpl»

Sae [30 . B5A00)

Available settings are explained as follows:

Item

Description

Recovery Interval

The port being blocked will be able to receive and send traffic
after the time period configured here.

BPDU Guard Enable - Recover the port being blocked by BPDU Guard after
the time set in Recovery Interval.
Self Loop Enable - Recover the port being blocked by self loop Guard

after the time set in Recovery Interval.

Broadcast Flood

Enable -Recover the port being blocked by broadcast flood
after the time set in Recovery Interval.

Unknown Multicast Flood

Enable - Recover the port being blocked by unknown multicast
flood after the time set in Recovery Interval.

Unicast Flood

Enable - Recover the port being blocked by unicast flood after
the time set in Recovery Interval.

ACL

Enable - Recover the port being blocked by ACL after the time
set in Recovery Interval.

Port Security

Enable - Recover the port being blocked by port security after
the time set in Recovery Interval.

DHCP Rate Limit

Enable - Recover the port being blocked by DHCP rate limit
after the time set in Recovery Interval.

ARP Rate Limit

Enable - Recover the port being blocked by ARP rate limit
after the time set in Recovery Interval.

Apply

Apply the settings to the switch.
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Part Il ONVIF Surveillance
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llI-1 Discovery

ONVIF (Open Network Video Interface Forum), an International standard for current
surveillance system industy, focuses on security products based on network IP address.

With this feature, Vigor switch can:

®  Integrate the ONVIF device and surveillance network
® Centralize management of IP video products

®  Offer real-time video monitoring
°

Offer remote IP video products maintenance

Auto Logout : _ ™ P28 nzu Jpl>
Gashboard © ONVIF Sunvoiance > Discovery > Dlscovery

Stas

oot B -~ |

Stato: » Enable Disable

Product Registabon

Available settings are explained as follows:

Item Description

State Enable - If enabled, VigorSwitch will automatically detect
ONVIF devices, recognize third party IP cameras and NVR and
integrate ONVIF device(s) to form surveillance network.

Disable - Disable the function of Discovery.

Apply Apply the settings to the switch.
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l11-2 Topology

ONVIF devices can be centralized and managed remotely via VigorSwitch. With a hierarchy
view, the administrator can manage several ONVIF devices and check abnormal traffic
detected by Vigor system.

lll-2-1 Status

The status (including port enabled, traffic, downlink, etc.) of the IP cameras and NVRs
(Network Video Recorders) can be seen on this page.

oz Oplr

ACL
el -
PoE -
Srve Metarsoce :
Diagnosses

Total Group 0 +Ackd New Greagy
Mad Alert
Product Regrstrabon

Group Name Group Devices Port Modity

Available settings are explained as follows:

Item Description

Group Specify a group for displaying group information and device
information under the selected group.

Or, choose the default setting, All, to display information for
all groups.

PoE / PoE Error PoE - Display the number of LAN PoE device(s) connected to
VigorSwitch.

PoE Error - Display the number of LAN PoE device(s)
disconnected.

Port: GE9

Device Type: CAM
Device Name:

Device Model: Camera
MAC:- 1C:C3:16:24:81:A9
IP: 192.168.1.195

Oniline: true

%’E LT
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NVR Display the number of NVR device(s) connected to
VigorSwitch. The panel sketch on the screen will display which
LAN port that the NVR device connected.

CAM Display the number of IP camera(s) connected to VigorSwitch.

The panel sketch on the screen will display which LAN port
that the IP camera connected.

Group Information

Total Group

Display the total number of groups.

+Add New Group

A group can contain one (IP camera or NVR, as group leader) to
several devices (IP cameras as group devices).

Click the button to create a new group for managing multiple
devices.

Step (1) - The first page allows you to configure general
settings for a new group.

+Add New Group

General Setting

Group Name
group_1 |
# AllIPC Group [
]
Group Leader
GES - Camera - I

Group Device

VLAN |

default (1) -

L Rar LS

® Group Name - Enter the name of a group.

® All IPC Group - Check it to group all IP cameras within
the group. However, if you want to specify an NVR device
as the group leader, do NOT check this box.

Available selections of devices (IP cameras or NVR
devices) will vary according to the configuration of All
IPC Group. If "All IPC Group" is disabled, the system will
detect the NVR devices and list them on the field of NVR.
If "All IPC Group" is enabled, the system will detect the IP
cameras and list them on the field of Group Leader.

® NVR/Group Leader - Select an IP device. For the vedio
from IP camera will be recorded on an NVR device, it is
suggested to assign an NVR as the group leader.

®  Group Device - This field lists all devices (IP cameras)
not included by other group. Simply select one IP device
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to multiple devices for managed by this group.
®  Next - Click it to access into next page.

Step (2) - The second page allows you to configure throughput
threshold for the group port. It is helpful for the system
administrator to make the corresponding process if
encountered abnormal situation.

+Add New Group

0—0

Group Ports Throughput Threshold

Apply to All Member Ports

GE9 Ingress Threshold Alert
@ Enable Disable
GE9 Egress Threshold Alert |
#| Enable Disable
GE9 Ingress Rate (Kbps)
(16-1000000, multiple of 16)
GE9 Egress Rate (Kbps)
(16-1000000, multiple of 16)

o

(=]

® Apply to All Member Ports - Check the box to apply the
throughput threshold setting to all member ports.

®  GE# Ingress Threshold Alert - Click Enable to set the
ingress limit value. When the incoming traffic (packet) of
the GE port reaches the limit, the Vigor System will send
an alert email to the system administrator.

B GE# Ingress Rate - If enabling the ingress threshold
alert, enter the ingress rate as a threshold to send
mail alert.

®  GE# Egress Threshold Alert - Click Enable to set the
egress limit value. When the outgoing traffic (packet) of
the GE port reaches the limit, the Vigor System will send
an alert email to the system administrator.

B GE# Egress Rate - If enabling the egress threshold
alert, enter the egress rate as a threshold to send
mail alert.

® OK - Save the configuration and exit the box.

® Cancel - Exit the box without saving the configuration.

Device Information

Modify

Click it to modify the settings of the selected IP device.
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Edit Device - Camera

Online

true

Port
GE9

Device Name

— e T—

Group

No Group -

Auth Username I

Auth Info for location modify or

Auth Info for location modify or device reboot

Location

Set Location

Settings may not take effect immediately
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l11-2-2 Throughput Threshold

This page is used for set throughput threshold for multiple ONVIF devices managed by Vigor
switch.

Dasrocan

W12 M6 WM

2 4 6 @ % 20

= 00800
%E%BB i
138 T 113 15 W on oz B

5]

Sacuy

QoS ¥ Mote: Thtoughpet Thieshold is 5o check the fase of a sangle porL, nol & ssgle device.
Pol - Ports
Ingress Thresheld Mailalert: Enstie = Ditabie

Ingress Rate [(Kbps)!

Egrwss Thranheld Mailaburt: Enabile & Disabie

Frecuct Regtraticn

Eqress Rate (Kbps)

[ rect |
Curent ingress (Kbps) Cusrent Cgress (Kbps) Ingress Adert Threshold (Kbps) Egress Adert Threshold (Kbps) Modify
]
@
2
%@
Available settings are explained as follows:
Item Description
Ports Specify one to several GE ports which will be limited by the
threshold configured here.
Ingress Threshold Enable - When the ingress rate reaches the threshold
Mailalert configured here, Vigor system will send alert mail to specified

mail address.
Disable - No mail alert will be sent out.

Ingress Rate (Kbps) Enter a value as the threshold of ingress packets.

Egress Threshold Enable - When the egress rate reaches the threshold

Mailalert configured here, Vigor system will send alert mail to specified
mail address.

Disable - No mail alert will be sent out.

Egress Rate (Kbps) Enter a value as the threshold of engress packets.

Apply Save the settings or changes to the switch.

Modify Click it to modify the settings for the selected GE port / LAG
port.
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! Edit Port GE1

Ingress Threshold Alert

1 Enable ® Disable
Egress Threshold Alert

Enable ® Disable

Ingress Rate (Kbps)

16 (16-1000000, multiple of 16)

Egress Rate (Kbps)

16 (16-1000000, multiple of 16)

|
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111-3 Video

This page can offer a real-time video of specified IP camera for monitoring and control
environments.

Dashboard © ONVIF Surveillance > Video > Video

Staws
. o
e . Grop Al Devices

Usemame

Discovery. Password

Topaiogy
EnEmEE
Dewxe Maintenance.

Securty

Live Streaming

Network Cameli¥] LT

Copy URI to watch live stream on video player. (recommend)

ACL

0S
FoE

System Maintenance
Diagnostics

Mad Alert

Product Registration

Available settings are explained as follows:

Item Description

Group Specify a group which contains the IP camera you want to
check.

Username Enter the username of the IP camera.

Password Enter the passwowrd of the IP camera.

Camera List Search - Enter the device name of the IP camera for searching

and displaying on this field.

Video Preview After authenticated with correct username and password, the
vedio of the specified IP camera (supported by Vigor switch)
will be shown immediately.

Live Streaming - Display the streaming URI of the IP camera.
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l11-4 Device Maintenance

102

The system administrator can remotely configure time setting and reboot the devices (IP
camers or NVRs) managed by Vigor switch.

l11-4-1 General

This page displays the information (e.g., device online, device name, etc.), time and date
and the device action for a selected IP device (e.g., IP camera). Meanwhile, this page allows
configuring settings for ping check of IP camera or NVR.

2 8 6 0 W12 WE WHDBTM %R

= HD0m
EEEEB T
13 § 7. 8 M WIS AW N-D o8 A

cunty Usarname " Password

Faetary Dataut

Dyrvice Pirg Check:

Port: GE9
Mote: This seotion i per-port setting!
Enabie: # Enable © Disstes

Ping IP Address:

CEDEED

nterval Timo (sec.):
Retry Time:
Faiture Action:

Motel Pol unsupported port will be set to “Hething™,

<
Available settings are explained as follows:
Item Description
Device List Search - Enter a string to search the IP device you want.

Username / Password - Enter the username / password of the
IP-based device.

After entering the correct username and password of the IP
camera, click the mouse on the device name under the Device
List. Later, general information related to the IP device will be
shown below.

Device Information Display the information related to the selected device.

9 - Click it to modify the device name.
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| Name Setting

Device Name

T T

Time and Date Display the time and date information related to the selected
device.

9 - Click it to modify the time setting for the device.

Device Action Display the action performed by IP-based device.

Factory Default - Click the Apply button to rest the factory
default to the IP device.

Reboot - Click the Apply button to reboot the IP device
immediately.

Device Ping Check -- Configure settings for ping check of IP camera or NVR.

Port Display the port number of the IP device

Enable Enable - Click it to enable the device ping check function.
Disable - Click it to disable the function.

Ping IP Address Add Device - Click it to add an IP address of the device to be
pinged by VigorSwitch. Up to 16 IP address(es) can be added
and displayed in this field one by one (with the format of

X XXX, X XXX, XXX X))

Del Device - Click it to remove the selected IP address.

Interval Time (sec) Set a time interval (15, 30, 60, 120) for pinging action.
Retry Time Choose 1, 3, or 5 for Vigor system to retry the pinging action.
Failure Action Configure the power behavior for each LAN port.

Power Cycle - Once the device is offline, Vigorswitch will
power off the device and then power on the device again.

Power Off - When the device is offline, power off the device
immediately.

Nothing - When the device is offline, no action will be
Power Cycle A

Power Cycle 1
Power Off

Nothing

Note: When a PoE hub connecting to LAN port of VigorSwitch,
the power behavior (on/off) to the PoE hub also will apply to
all the devices connecting to the PoE hub.

Mail Alert Enable - When the device is offline, Vigor system will send an
alert mail to notify the receiptant.

Apply Save the settings or changes to the switch.
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111-4-1 Network

This page displays the network settings of the specified device (IP CAM or NVR).

Product Fisgutration Prafix Longtht

Gateway:
ONS Servert:
ONS Server2:

Zoro Configuration: Enable © Disable

L rcen ]

Available settings are explained as follows:

Item Description

Device List Search - Enter a string to search the device you want.

Username / Password - Enter the username / password of the
IP-based device. Later, current network settings related to
this device will be shown on the screen.

Mode Change the connection mode for this device.

Static - When it is selected, you have to enter value for
network setting manually for the IP device.

[ ) IP Address - Enter an IPv4 address for the IP device.

®  Prefix Length - Specify the subnet mask for the IP
address.

®  Gateway - Enter the IPv4 address for the gateway.

® DNS Serverl/2 - Enter the IP address for primary /
secondary DNS server.

DHCP - When it is selected, the IP device will be assigned with
the settings by the network's DHCP server automatically to
access the Internet.

® Hostname - Display the hostname of the DHCP server.

Zero Configuration Enable - The network settings for the IP device will be
configured automatically.

Disable - The network settings for the IP devcie must be
configured manually.

Apply Save the settings or changes to the switch.
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111-4-3 Security

This page displays the security settings of the specified IP device (IP CAM or NVR).

Casmcars

<]

HTTP Portal Enable O Disable

HTTPS Parts: Fnabla © Dissbls

WTSP Ports: Enable © Disatle

Available settings are explained as follows:

Item Description

Device List Search - Enter a string to search the device you want.

Username / Password - Enter the username / password of the
IP-based device. Later, current network settings related to
this device will be shown on the screen.

HTTP Ports Current HTTP port number of the IP device is shown in this
field.

Enable - Click it to enable the HTTP port configuration and
enter a port value if required.

Disable - Disable the HTTP port configuration.

HTTPS Ports Current HTTPS port number of the IP device is shown in this
field.

Enable - Click it to enable the HTTPS port configuration and
enter a port value if required.

Disable - Disable the HTTPS port configuration.

RTSP Ports Current RTSP port number of the IP device is shown in this
field.

Enable - Click it to enable the RTSP port configuration and
enter a port value if required.

Disable - Disable the RTSP port configuration.

Apply Save the settings or changes to the switch.
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This page is left blank.
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Part IV Security
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IV-1 RADIUS

This page allows the network administrator to add and configure multiple RADIUS servers.

e

P2z w730 Dl

Timeout:

# Uise Detasi

# Use Detall

 Uiss Dataul

Available settings are explained as follows:

Item

Description

Use Default Parameters

Retries - The retry time before this server being considered
not-reachable.

Timeout for Reply - Set the time (in seconds) before this
server being considered lost connection.

Key String - Enter the string used to encrypt and authenticate
with RADIUS server.

Apply - Save the settings.

Add RADIUS Server

Address Type - Specify whether switch uses a hostname to
resolve address by DNS to connect to server, or directly
connect using IPv4 address.

Sever Address - Enter the server’s address corresponding with
address type given.

Server Port - Enter the port number used by RADIUS server.
Priorty - Specify the priority that switch uses this server. The
higher number, the lower priority. Switch will start with server
with lowest priority.

Retry - Set the time before this server being considered
not-reachable

Timeout - Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the key string used for encrypting and
authenticating with server. Unless Key String is specified here,
the default string will be used.

Usage -Specify whether you would like to use this server for
switch login authentication or 802.1x access port
authentication, or both.

Add - Click it to add a new RADIUS server and display in this

VigorSwitch P2280 User’s Guide

109



page.

9 under Edit- Click it to modify the priority setting for the
selected GE port / LAG port.
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V-2 TACACS+

112

This page allows the network administrator to add and configure multiple TACACS+ server.

uan- o F0 1000 Do

Daseecars © Sty » TACADS+ = TACACS"

Hey String # liss Detault

Available settings are explained as follows:

Item Description

Use Default Parameters | Timeout -Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the string used to encrypt and authenticate
with TACACS+ server.

Apply - Save the settings.

Add TACACS+ Server Address Type - Specify whether switch use a hostname to
resolve address by DNS to connect to server, or directly
connect using IPv4 address.

Sever Address - Enter the server’s address corresponding with
address type given.

Server Port - Enter the port number used by TACACS+ server.

Priorty - Specify the priority that switch uses this server. The
higher number, the lower priority. Switch will start with server
with lowest priority.

Timeout -Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the key string used for encrypting and
authenticating with server. Unless Key String is specified here,
the default string will be used.

Add - Click it to add a new RADIUS server and display in this
page.

9 under Edit- Click it to modify the priority setting for the
selected GE port / LAG port.
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V-3 Management Access Authentication

IV-3-1 Method Profile

This page allows a user to create method list for applying on management service.

Selected Methods

B
a2
a
-]
o {22 ]
Dyname ARE Imoocton
DHCP Snocping
Profie Name Solected Methods F
P S0urte Guard
@

Available settings are explained as follows:

Item Description

Method Profile Name - Enter a name for creating a method.

Optional Methods - Available methods include Local, RADIUS
and TACACS+.

Selected Methods - The method listed in this field will be
applied for such method profile.

Add - Click it to add a method from Optional Method onto
Selected Method.

0 Click it to modify the optional methods/selected methods for
under Edit the selected profile.
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Edit Profile: default

Optional Metheods: Selected Methods:

MHone
RaDIUS
TACACE+
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IV-3-2 Application Authentication

This page allows the network administrator to select the customized Method List to apply to
any management service, for management access control.

Appikcation Authenbcation

RADILS Applicasion:
TACACE Sulwched Profile: Setan

BOL1UMAC Autrercabon Apglication Selected Profis

Etorm Contiol

Pol
Sysnm Mairsenance

Dagnosscs

Available settings are explained as follows:

Item Description

Application There are five methods to be configured with different profile
respectively.

® Console/Telnet/SSH/HTTP/HTTPS

Selected Profile Specify one of customized method profiles to apply to any
management service, for management access control.

Apply Save the settings.
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IV-4 Management Access Control

IV-4-1 Management Access Control Profile (ACL)

This page allows a user to add, edit, and delete Management Access Control profiles.

Maragemert ALciss Gonirol Protie|ACL)

Available settings are explained as follows:

Item Description

ACL Name Enter a name to create a profile for ACL.
Once a profile is created, it will be displayed on this page.

Add Click it to create a new ACL profile after entering the ACL
name.

ACL Profile Name Display the name of the ACL profile.

State Display if such ACL profile is active or inactive.

Rule Display the number of ACE used by this ACL profile.

Activate / Deactivate
e - Click it to activate / deactivate such entry.

To configure detailed settings for the selected ACL profile, do
not click Activate for that profile.

Delete Click the icon under Delete to remove the selected entry.
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IV-4-2 Management Access Control Entries (ACE)

This page allows a user to add, edit, or remove Access Control Entries (ACE) of the
Management Access Control profiles. However, only the ACE of inactive profiles can be
modified, and before configuring ACE, at least one ACL profile should be created.

Management Azcess Control Entries (AGE)

¥ Versions: ® AN O Ve O IPVE

Dungrestes

Service Action Ports 19 Versian 1P Asdress i Notmask Edit

20

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop-down list to select the inactive ACL profile you
would like to modify.

Priority Specify a priority number (1 to 65535) for such rule. The lower
the number, the higher the priority.

Service Choose the service type you would like to control the access.

Action Select the action to be taken on the traffic of selected service
type.
Deny - Incoming / outgoing data which meets ACE rules will be
blocked.
Permit - Incoming / outgoing data which meets ACE rule is
allowed to pass through.

Ports Select the ports to which the ACL should be applied.

IP Versions Specify the IP address/subnet to which the ACL should be
applied.
®  All - All the IP address should be applied.
® |Pv4 - Specify the IPv4 address /subnet.

IPv6 -Specify the IPv6 address /subnet.

IPv4 Enter the IPv4 address/subnet to which the ACE rule should
apply.

IPv6 Enter the IPv6 address/subnet to which the ACE rule should
apply.

Add Click it to create an ACE rule profile.

Then, such ACE rule profile will be shown on the table below.
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Edit
9 - click it to modify the settings for the selected entry.

| |
Edit ACE with ACL

profile=ACL_Carrie_1 and

Priority=1
Service: Al

Action: Deny .
Ports: GE1, GE2, GEY, GE10 -
IP Versions: ® All © IPv4 © IPV6

IPv4: !

IPVE: !

] |

@- click it to remove the selected entry.
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V-5 802.1X/MAC Authentication

The authentication manager allows you to configure securely access from any host connected
to physical ports. You may apply multiple ways of authentication to each port.

IV-5-1 Properties

IV-5-1-1 Global Settings

VigorSwitch P2280 supports 802.1x and MAC-based authentication methods. In Global Settings
page, you can specify authentication type, enable Guest VLAN function, specify a VID and
select format for MAC address entry.

ACL

Available settings are explained as follows:

Item Description

Global Settings Authentication Types - Use the drop down list to specify
which type (802.1x, MAC-based) will be used for
authentication. Choose to enable 802.1x or MAC-based
authenticate method for host connecting to Ethernet port. You
may configure which type to be used per port, but enabling
any per port without enabling here will not be effective.

Guest VLAN - Check to enable a Guest VLAN for those have not
successfully authenticated with any given methods. Choose
one of the VLAN ID as a Guest VLAN.

Selected VID - If Guest VLAN is enabled, use the drop down list
to specify one VID number.

MAC-Based User ID Format -Specify how the MAC-based user
ID should be expressed in EAP message between AAA server
and switch.

Apply Save and activate the settings configured above.
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IV-5-1-2 Port Authentication Setting

This page allows the network administrator to configure detailed authentication settings for
each port.

Apply Setlings o Ports:

Host Mode

Availabia Authant

Availabia Methoas:

Dynamic ARF IMpoction

DHCP Snaceing
Fowrmeban L SUVLAN

P Confict Pravention

catian Typas:

RADILS VLAN Assignment:

Loop Projecton

ACL

Authentication Types Enabled:

Selecsna Methods: {In Drler)

RADIS

Enable

Available settings are explained as follows:

Item

Description

Apply Settings to Ports

Select physical port(s) for applying settings.
Note that port authentication will not be effective if none of
them were enabled.

Authentication Types
Enabled

Select 802.1x and/or MAC-based authenticate method for host
connecting to this port.

Host Mode

Multiple Authentication - Each host are authenticated
individually.

Multiple Hosts - Authentication is done on port basis, only one
authenticated host is required; other hosts connected to this
port can access freely as authenticated host.

Single Host - Only one host can be authenticated, and access
the port.

Available Authentication
Types

Display available authentication types of AAA server (or local)
you wish to have on this port.

Selected Authentication
Types

Specify the order of authentication type you wish to have on
this port.

Available Methods

Display available methods of AAA server (or local) you wish to
have on this port.

Selected Methods

Specify the order of authentication methods you wish to have
on this port.

Guest VLAN

Check Enable to enable Guest VLAN on this port for those
didn't authenticated successfully.

RADIUS VLAN Assignment

Disable - Switch will ignore the VLAN assignment from the
RADIUS server and keep the original VLAN of the host.

Static - Switch will use the VLAN assignment from the RADIUS
server if it receives the information. If there is not VLAN
information, it will keep the original VLAN of the host.
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Reject - Switch will reject the host if it does not receive the
VLAN information from RADIUS server.

Apply The modification made above can be applied on to the
selected GE port immediately.

IV-5-2 Port Control/Settings

This page allows the network administrator to controls port setting, based on 802.1X, for
ethernet port authentication.

unlm-_ M rzm mana gl

Enable

Resend EAR PeioalB02 1% Paramater)

Supplicant Timsoul(302. 1 P 1)

Sevvor Tomeoul802. 1 Parsmeter);

Max EAP Requests|B02.1X Paramatark

Reauthenbcal on Max Hosty Reauthenticatio... Inactive Qumt Resensd [AP Pev.., Swpplicant Time... Surver Tumeoull.. Max LAP Reque...

ACL

Available settings are explained as follows:

Item

Description

Ports

Select the ports to modify the port control settings.

Port Control

Specify if you wish this account to be allowed (Authorized) or
blocked (Unauthorized) or determined by VigorSwtich (Auto).

® Disabled - Disable any authentication requirement for
port access. All clients are allowed to access the
network.

® Force Authorized- Port will be considered authorized.
All clients are allowed to access the network.

® Force Unauthorized - Port will be considered
un-authorized. All clients are NOT allowed to access the
network.

® Auto - Port will be considered authorized or
unauthorized based on the authentication results of the
host.

Periodic
Reauthentication

Enable - The hosts via the selected GE port will be
re-authenticated periodically.

Max Hosts

If Multiple Authentication mode is selected as Host Mode
(802.1X/MAC Authenticaion>>Properties>>Port Authentication
Setting), the total number of hosts cannot exceed the
maximum numer of hosts configured here.
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Reauthentication Period

Enter a time period. When the time is up, the host shall return
to initial state and prepare to pass authentication procedure
again. Default is 3600 seconds.

Inactivate Timeout

When there is no packet coming from the authenticated host,
the system will start the inactive timer. After inactive
timeout, the host will be unauthorized and corresponding
session will be deleted. In Multiple Hosts mode (configured in
802.1X/MAC Authenticaion>>Properties>>Port Authentication
Setting), the packet is counted on the authorized host only and
not all packets on the port.

Quiet Period

When a GE port is disabled just because authentication fails
several times, the host connected to that port will be blocked
for a period of time configured in quiet period.

Later, after the time period set in this field, the host wll be
allowed to perform authentication again.

Resend EAP Period
(802.1X Parameter)

Set the period for host to re-send EAP (Ethernet Automatic
Protection) requests.

Default value is 30 (seconds).

Supplicant
Timeout(802.1X
Parameter)

Set a period of time for the maximum number of EAP requests
will be sent.

If a response from the host is not received by VigorSwitch after
the defined period (supplicant timeout), the authentication
process will be started again.

Server Timeout (802.1X
Parameter)

Set a period of time for the server. The EAP requests shall be
resent to the supplicant within the time; otherwise, the time
setting will lapse and the requests won’t be sent out.

Max EAP Request
(802.1X Parameter)

Set the maximum time interval for EAP request sent out.

Apply

The modification made above can be applied on to the
selected GE port immediately.
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IV-5-3 MAC-Based Local Account

This page allows the network administrator to create profiles by entering MAC address of the

hosts to be authenticated.

P80 maie JpGe

MAC Asdress

Post Controk

VLAN;

* Forco Authoriees d © Force LUnaushorize d

Uner Dafined

Uner Dafimed

User Dafied

Port Contral VLAN Reaushantication Period Inactive Timaout Edit

Available settings are explained as follows:

Item

Description

MAC Address

Enter the MAC address of the host.

Port Control

Specify a control type for the host.

® Force Authorized - Click it to forcefully authenticate the
host specified above.

® Force Unauthorized - The host specified above will not be
authenticated by VigorSwitch.

VLAN

User Defined - Check it to specify which VLAN will be assigned
by the host of this account.

Reauthentication Period

User Defined - Check it to specify the time this account
required to be authenticated again after authentication taken
place.

Inactive Timeout

User Defined - Check it to specify the time of inactive this
account becoming log-off.

Add

Click it to create a new account.

Edit

It is available when there is one profile existed.

9 - Click it to modify the settings for the selected entry.
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IV-5-4 Authenticated Hosts

This page displays information related to the host authenticated by VigorSwitch.

o oo [ " mas JoCr

Dashicand © Sotuity » BIX TXMAC Authentication = Authinieated Hosts = Authenticatod Hosty

Authenticated Hosts

Sweh LAN

ONVIF Surveiance

Session |0 || Port || MAC Address || Curesi Type || Stanss Vi N8 o || Awthorized V.., Awthorized R... || Autharzed in...

P data avatatin i tadie
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V-6 Port Security

This page allows the network administrator to configure security settings for each port
interface (GE port /LAG group). When port security is enabled for each interface, releated
action will be performed once detecting that the number of MAC address exceeds the limit.

% e 0 Sacity > Port Securty » Fort Secunty

Cane

Statn MAC Addrass Acnion

ome

Available settings are explained as follows:

Item Description

State Enable or disable port security function on the switch.
Enabled - Enable the port security function.
Disabled - Disable the port security function.

Ports Select the port(s) you would like to configure the port security
settings.

Port State Enable or disable port security function on the ports selected
above.

Enabled - The selected port applies the port security settings.

Disabled - The selected port does not apply the port security
settings.

MAC Address Enter the maximum number of MAC addresses that the port is
allowed to learn.

Action Select an action to perform when there is an unknown MAC
address on the port.

Forward- Forward a packet whose source MAC is unknown to
the switch.

Discard- Discard a packet whose source MAC is unknown to the
switch.

Shutdown- Shutdown this port when a packet with unknown
source MAC is received.

Apply The modification made above can be applied on to the
selected GE/LAG port immediately.
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Edit
9 - click it to modify the settings for the selected entry.

Edit Port GE14

Port State
{JEnabled & Disabled

MAC Address
1 - 258)

Action
{yForeeard & Discard O Shutdown
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V-7 Storm Control

Storm Control helps to suppress possible broadcast, unknown multicast or unknown unicast
storm by applying a rate limit on those packets.

IV-7-1 Properties

This page allows a user to configure general settings for Storm Control.

Available settings are explained as follows:

Item Description

Storm Control Mode Select the mode of storm control.

Packet/sec - Storm control rate will be calculated by
packet-based.

Kbits/sec - Storm control rate will be calculated by
octet-based.

Preamble & Inter Frame | Select the rate calculation with/without preamble & IFG (20
Gap bytes).

Excluded - Exclude preamble & IFG (20 bytes) when count
ingress storm control rate.

Included - Include preamble & IFG (20 bytes) when count
ingress storm control rate.

Apply Apply the settings to the switch.
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IV-7-2 Port Setting

This page allows the network administrator to configure port settings for Storm Control. The
configuration result for each port will be displayed on the table listed on the lower side of this
web page.

2am [EEEN el

® Orop = Shisdown

oo J

Drcadcast (Kbps) Unknew Multicast (KBps) Unknow Unicast {Kbgs) Action

=
H
2

PPV OORRQ

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port profile (GE1 to GE28).

Storm Control Disable - Disable the storm control configuration for the
selected port profile.

Enable - Enable the storm control configuration for the
selected port profile.

Limiting Rate Check the box(es) to enable strom control rate limited for
Broadcast, Unknown Multicast and/or Unknow Unicast packet.

Broadcast - Specify the storm control rate for Broadcast
packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 1000000.

Unknown Multicast - Specify the storm control rate for
unknown multicast packet. Value of storm control rate, Unit:
Kbps (Kbits per-second). The range is from 16 to 1000000.

Unknown Unicast - Specify the storm control rate for
unknown multicast packet. Value of storm control rate, Unit:
Kbps (Kbits per-second). The range is from 16 to 1000000.

Action Select the state of setting.

Drop - Packets exceed storm control rate will be dropped.
Shutdown - Port exceeds storm control rate will be shutdown.

Apply Apply the settings to the switch.
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IV-8 DoS

A Denial of Service (DoS) attack is a hacker attempt to make a device unavailable to its users.
DoS attacks saturate the device with external communication requests, so that it cannot
respond to legitimate traffic. These attacks usually lead to a device CPU overload.

The DoS protection feature is a set of predefined rules that protect the network from
malicious attacks. The DoS Security Suite Setting enables activating the security suite.

IV-8-1 Properties

This page allows a user to configure DoS setting to enable/disable DoS function for global

setting.
Caimard 0 1 5 » Fropenes  Prioeres

Ds1 MAC = Sec MAL
LAND

UDP Deat

TCP Bist

Ping of Death

1P~ Min Fragments
IEMP Fragrments

P4 Ping Max Size
1Pt Ping Max Sice
Ping Max Size Seiting
Smurt Atack

TCP M Wl Size
TCR.SYH (SPORT<1004)
Null Scan Atlack
X.mas Szan Anack
TCP SYN-FIN Attack
TCP SYN.RST Atack

TCR Fragment [0Rss = 1)

Bytos {0.65535)

Available settings are explained as follows:

Item

Description

Dst MAC=Src MAC

Drop the packets if the destination MAC address is equal to the
source MAC address.

Disabled - Disable the item function.
Enabled - Enable the item function.

LAND

Drop the packets if the source IP address is equal to the
destination IP address.

Disabled - Disable the item function.
Enabled - Enable the item function.

UDP Blat

Drop the packets if the UDP source port equals to the UDP
destination port.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP Blat

Drop the packages if the TCP source port is equal to the TCP
destination port.

Disabled - Disable the item function.
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Enabled - Enable the item function.

Ping of Death

Avoid ping of death attack.

Ping packets that length are larger than 65535 bytes.
Disabled - Disable the item function.

Enabled - Enable the item function.

IPv6 Min Fragments

Check the minimum size of IPv6 fragments, and drop the
packets smaller than the minimum size. The valid range is
from 0 to 65535 bytes, and default value is 1240 bytes.

Disabled - Disable the item function.
Enabled - Enable the item function.

ICMP Fragments

Drop the fragmented ICMP packets.
Disabled - Disable the item function.
Enabled - Enable the item function.

IPv4 Ping Max Size

Determine the IPv4 PING packet with the length.
Disabled - Disable the item function.
Enabled - Enable the item function.-

IPv6 Ping Max Size

Determine the IPv6 PING packet with the length.
Disabled - Disable the item function.
Enabled - Enable the item function.

Ping Max Size Setting

Determine the IPv4/IPv6 PING packet with the length. Specify
the maximum size of the ICMPv4/ICMPV6 ping packets. The
valid range is from 0 to 65535 bytes, and the default value is
512 bytes.

Smurf Attack

Avoid smurf attack. The length range of the netmask is from 0
to 323 bytes, and default length is 0 byte.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP Min Hdr Size

Check the minimum TCP header and drops the TCP packets
with the header smaller than the minimum size. The length
range is from 0 to 31 bytes, and default length is 20 bytes.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP-SYN (SPORT<1024)

Drop SYN packets with sport less than 1024.
Disabled - Disable the item function.
Enabled - Enable the item function.

Null Scan Attack

Drop the packets with NULL scan.
Disabled - Disable the item function.
Enabled - Enable the item function.

X-mas Scan Attack

Drop the packets if the sequence number is zero, and the FIN,
URG and PSH bits are set.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP SYN-FIN Attack

Drop the packets with SYN and FIN bits set.
Disabled - Disable the item function.
Enabled - Enable the item function.-

TCP SYN-RST Attack

Drop the packets with SYN and RST bits set.
Disabled - Disable the item function.
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Enabled - Enable the item function.

TCP Fragment (Offset=1) | Drop the fragmented ICMP packets.
Disabled - Disable the item function.
Enabled - Enable the item function.

Apply Apply the settings to the switch.

IV-8-2 DoS Port Setting

This page allows a user to configure and display the state of DoS protection for interfaces.
The configuration result for each port will be displayed on the table listed on the lower side
of this web page.

' Fz oo Jpi=

Do Protection Modity
=
at @
- 9
®
%
ERE ]
3 @
@
%
AL ]
L 9
Available settings are explained as follows:
Item Description
Port Use the drop down list to select the port profile (GE1 to GE28)
or profiles.
DoS Protection Disable - Disable the function of DoS Protection.

Enable - Enable the function of DoS Protection.

Apply Apply the settings to the switch.
Modify

9 - Click it to modify settings.
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IV-9 Dynamic ARP Inspection

Dynamic ARP inspection (DAI) can prevent ARP spoofing attacks by validating ARP packet in a
network. It can intercept, record, and discard ARP packets with invalid IP-to-MAC address
bindings; and then protect the network against malicious attacks.

I11-10-1 Properties

[11-10-1-1 Global Property Settings

This page allows a user to configure global property settings for the fuction of Dynamic ARP

Inspection.

Casmocare © Secuty » Thyname AR Inscecaon » Prperbes » Ciohal Progerty Getings

Gkl Preparty Sattegs | Por Pert Proparty Cattings

Available settings are explained as follows:

Item Description

State Enable - Check the box to enable global property settings.

VLANSs Select VLAN profile(s) to apply the function of Dynamic ARP
Inspection.
Only the GE/LAG port within the selected VLAN will apply DAI
function.

Apply Apply the settings to the switch.
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IV-9-1-2 Per Port Property Settings

This page allows a user to configure detailed settings of DAI for each port (GE/LAG).

Fazan ooz Jpl

Enabile Allow Zetw (9.0.0.0)

D

e MAC Address Destnation MAC Adiress 1P Agdress Pt Limst

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28, LAG1
to LAGS) or ports for applying DAI function.

Trust Enable - Enable the function of DAI for the port(s) selected

above.

Source MAC Address

Enable - Check it to enable the function of source MAC address
validation mechanism for the selected port(s).

Destination MAC Address

Enable - Check it to enable the function of destination MAC
address validation mechanism for the selected port(s).

IP Address Enable - Check it to enable the function of IP address
validation mechanism for the selected port(s).
Allow Zero - The IP address of “0.0.0.0” can be applied to the
selected port(s) if it is enabled.

Rate Limit Use the drop down list to choose a rate limitation value (0~50)
for the selected port(s).

Apply Apply the settings to the switch.
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IV-9-2 Statistics

This page displays all statistics recorded by Dynamic ARP Inspection function.

Casrocar 1 Security * Dyname AHP ispecton » Staistcs = Slatsicy
Staka
Swich LAN
CWF Sunvestante
@rotresn | Dhciaran
; Pom Forward SOUrCe MAC Failurn Destmation MAC Failurs Source [P Valkiation Failurm Destimation [P Vasation Fail.. || [PMAC Mismatch Fadum
GE1 a [ o 8 o
iz L
aes ] ]
GE4 1 ] ]
GEs L] o 7
aes ] [ ] [
GET L] ] ]
aF: ] o L]
ar ] o o o o o
Gk ] 9 g
BEf ] o o
GE12 ] [ o ] 0
GET) a
ACL GE
o8 aFts
Bok o a -] 2 1 o
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IV-10 DHCP Snooping

DHCP snooping is able to validate DHCP messages obtained from untrusted sources and filter
out invalid message.

For DHCP snooping to function properly, it is suggested to connect DHCP servers to
VigorSwitch through trusted interfaces; because untrusted DHCP messages will be forwarded
to trusted interfaces only.

IV-10-1 Properties

IV-10-1-1 Global Property Settings

This page allows a user to configure global property settings for the fuction of DHCP snooping
Inspection.

In default, DHCP snooping is inactive on all VLANs. You can enable such feature on a single
VLAN or a range of VLANSs.

Available settings are explained as follows:

Item Description

State Enable - Check the box to enable global property settings.

VLANSs Select VLAN profile(s) to apply the function of DHCP Snooping
Inspection.

Only the GE/LAG port within the selected VLAN will apply
DHCP Snooping function.

Apply Apply the settings to the switch.
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IV-10-1-2 Per Port Property Settings

This page allows a user to configure detailed settings of DHCP Snooping for each port

(GE/LAG).

Any device that is not in the service provider network will be regarded as an untrusted source
(such as a customer switch). Host ports are untrusted sources. In VigorSwitch, you can assign
a source as trusted device by configuring the trust state of its connecting port.

Dashicand © Seturity = OHCR Enoaping = Properbes. » Fer o Frogsrty Setin

o

dGilotal Property Setings. [l Per Port Property Seffings

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28, LAG1
to LAG8) or ports for applying DHCP snooping function.

Trust Enable - Check it to make the port(s) selected above as
trusted interface.

Verify Chaddr Enable - Check it to enable chaddr (client hardware address)
validation of GE/LAG port. All DHCP packets will be checked if
the client hardware MAC address is the same as source MAC in
Ethernet header or not. Default is disabled.

Rate Limit Input rate limitation (0~300) of DHCP packets. The unit is
“pps”. “0” means unlimited. Default is unlimited.

Apply Apply the settings to the switch.
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IV-10-2 Statistics

This page displays all statistics recorded by DHCP snooping function.

Managsment Agtess Achante s Fort Foaward Chadar Check Drop Undrut Port Drop Untrust Port Drop weth Optionaz Drop Inwalid Drog

IV-10-3 Option82 Property

You can use information settings including Remote ID and Circuit ID for Option82 Property,
also known as the DHCP relay agent, to protect VigorSwitch against spoofing attacks.

IV-10-3-1 Global Option82 Property Settings

This page allows a user to set string as remote ID for DHCP option82. For example, use a
switch-configured hostname or specify an ASCII text string as remote ID.

AL Remede I0: Uses Detinad

Available settings are explained as follows:
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Item Description

Remote ID The string specified here is used to identify the remote host.

User Defined - Check it and manually enter ASCII text string in
the entry box.

Apply Apply the settings to the switch.

IV-10-3-2 Per Port Option82 Property Settings

This page allows a user to configure detailed settings of DHCP Snooping, Option82 for each
port (GE/LAG).

e2iar D

Pes Port Dpbionti2 Property Setngs

Minagement Actess Authente Aliow Usirust; Keep » Dvop © Replace

Port Secunty Fort State Allow Untust

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28, LAG1
to LAGS) or ports for applying DHCP snooping, Option82
Property function.

State Enable - Check it to make the port(s) selected above apply the
settings configured in this page.

Allow Untrust Untrusted packets detected by VigorSwitch will be performed
by the action determined here.

Keep - Packets are allowed to pass through.
Drop - Packets are blocked and discarded.
Replace - Packets will be replaced.

Apply Apply the settings to the switch.
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IV-10-4 Option82 Circuit ID

This page allows a user to set string as circuit ID for DHCP option82 setting. Circuit ID shall be
combined with VLAN name (or VLAN ID number) and interface name (GE/LAG port).

P " o %

Dashboans Q) Setarty > DHCP Snooping » Optoni2 Cieud 10 » plionsa Cieut 10

Stats

Swilch LAN ¥

ONF a
RADILS Port:

TACACS= VLAN:

Managament ALcess Aulhents Circud 10y,

Pont VLAN Carcuit ID i

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28, LAG1
to LAGS) or ports for applying DHCP snooping, Option82
Property function.

VLAN Choose a number as VLAN ID which is easy to be identified for
a packet containing with it.

It is optional setting.

Circuit ID Enter ASCII text string in the entry box. Later, any packet
passes through the specified interface (GE/LAG port) will be
inserted with such information.

Add Click it to create a profile.
Edit

9 - click it to modify the circuit ID value for the selected
entry.

@— click it to remove the selected entry.
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IV-11 IP Source Guard

By using the source IP address filtering function, IP source guard can prevent a malicious host

from feigning a legal host with its IP address and performing malicious attack.

IV-11-1 Port Settings

IP source guard is a port-based feature. Therefore, it is necessary to configure detailed
settings for each GE/LAG port interface separately.

TACACS» Saan Lrabl

Management ACCess Autneng ity Source B O BMAC

Managosent Actess Control Max Entry:

W07 DUMAL Authantieaton

Port Securty m

Storm Conral Part 2 Warify & Curmapa Eriry Max Fnary
D B

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28, LAG1
to LAGS) or ports for applying IP source guard function.

State Enable - Check it to make the port(s) selected above apply the

settings configured in this page.

Verify Source

Specify the type of source IP for the packet coming from.
IP - Only the packet with specified IP address will be verified.

IP-MAC - Only the packet with specified IP address and MAC
address will be verified.

Max Entry Define the number (0~50) for the port.
The default is 0 (no limit).
Apply Apply the settings to the switch.
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IV-11-2 IMPV Binding

This page allows the network administrator to set the filtering conditions (binding type, MAC
address, IPv4 address) for packets through the specified LAN port.

Dasnecart © Securty = 1P Souse Quard = WPV Dty = IMPY Bicing

Stas .

RADIUE Parts:

TACACS+ VLAN:

Management Access Athentic Dinding: ® IP.MAC Por.VLAN © IPPamVLAK
MANARAMANT ALCRta Cotmnl MAC Addiess:

14 Areuss:

Siorm Contrel @
Available settings are explained as follows:
Item Description
Ports Use the drop down list to select the port (GE1 to GE28, LAG1

to LAG8) or ports for applying IMPV Binding function.

VLAN Choose a number as VLAN ID which is easy to be identified for
a packet containing with it.

It is optional setting.

Binding Select the binding type for such feature.

IP-MAC-Port-VLAN - Packets will be allowed to pass through
the port interface if they meet the conditions specified by IP
address, MAC address, Port setting and VLAN ID setting.
IP-Port-VLAN - Packets will be allowed to pass through the
port interface if they meet the conditions specified by IP
address, Port setting and VLAN ID setting.

MAC Address Enter the MAC address of the device connecting to the port
interface selected above.

IPv4 Address Enter the IP address with mask address of the device
connecting to the port interface selected above.

Add Click it to create a new binding profile.

Edit

9 - Click it to modify the settings for the selected entry.
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Edit

Potts: GE1 .

VLAN: 1 (1 - 4094)
Binding: IP-MAC-Port-VLAN IP-Port-v/LAN
IPv4 Address: 155 155 1 65 ! 965 265 955 255

@- click it to remove the selected entry.
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IV-12 IP Conflict Prevention

A user can configure IP addresses for network devices manually. However, it might result in
conflict between different devices due to using the same IP address, and cause the devices
not working correctly.

This page allows you to prevent IP conflict by binding the port with the specified IP address.

Port. Ih P Address MAC Address Harsd Type Conflict Ports Modify

$ %0

nfum __,_ 29

AL: g.

= *0

Syt Maribaan Q.
Available settings are explained as follows:

Item Description

IP Conflict Prevention Quick Start Wizard - The system will guide to bind server port

Setup Wizard with an IP address step by step.

Step 1

Select a port for DHCP server.

Server Port: GE1 -

1 Next

T At T

Step 2
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0—0

Please confirm the port type

8 10 12 14 16 18 20 22 24 26 28

EEEEEEE et e

]
3 b R R 9 1 1318 17 19 21 23 25 27

! I

i Detecting your network... |

N I
Step 3

. Please confirm the protected hosts .

Protected Hosts Table

Port 1: IP Address
! GE1 192.168.1.55

GE14 192 168 1.51

GE16 192.168.1.50

se make sure your PC is in the protected hosts, or else you are not
o login your VigorSwitch once you enable IP Preventon.

Your PC: GE1 -
Host Type: @ Static DHCP
I IP Address: Skip this step with empty string I

Next

IS T

Step 4
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| 0—0—0—-0

IP Conflict Prevention
| » Enable Disable

After clicking OK, the IP address specified for the GE port will
be unavailable for other network devices.

IP Prevention Enable - Click it to activate the function of IP prevention.
Disable - Click it to deactivate the function of IP prevention.

Link Aggregation Enable - Click it to activate the function of link aggregation.

Disable - Click it to deactivate the function of link
aggregation.

Apply Apply the settings to the switch.

Clear Remove all settings of IP source guard DHCP snooping and
dynamic ARP inspection.

Modify
9 - Click it to modify the settings for the selected entry.

Edit GE1

Port Type

DHCP Server hd

Server IP

192.168.1.55 |
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Edit GE1

Port Type

Multiple Hosts v

IP Address(es)

There's a DHCP Server in this port |
® Yes O No

Port Type - There are four selections - DHCP Client, Static
Binding, Multiple Hosts and DHCP Server. Each type will bring
out different IP address(es) settings.

OK - Click it to save the settings.

@- Click it to remove the selected entry.
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IV-13 Loop Protection

Loop event might be caused due to wrong hardware connection. VigorSwitch will periodically
send packets out to check if they loopback or not. This page allows you to set conditions and
perform an action when VigorSwitch detects the loopped packet.

n-n:qm-- i P00 o3 gl
Casmacars © Secusty » Looe Profection » Lo Protechon Satteg
S

Loop Profacten Seng
Swtch LAN .
W SurveRance

& Loop Probecton Selling

Transmissson Tima: [IE ST

Available settings are explained as follows:

Item Description

State ® Enable - VigorSwitch detects the loop event of GE
ports/LAG ports automaticlly.

® Disable - VigorSwitch will not detect the loop event.

Transmission Time When the loop event occurred, VigorSwitch will perform the
action after a period of time.

Action When the switch detects loop situation occurred to a port; it
will perform the action selected in this field.

Select Action
Log
Shutdown Port

Shutdown Port and Log

® Log - The switch will reord such event as a log.
Shutdown Port - The switch will shut down the port.

® Shutdown Port and Log - The switch will shut down the
port and record the event as a log. The system
administrator will view the content from system log.

Apply Apply the settings to the switch.
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Part V ACL Configuration




V-1 Create ACL

158

An Access Control List (ACL) is a sequential list of permit or deny conditions that apply to IP
addresses, MAC addresses, or other more specific criteria. This switch tests ingress packets
against the conditions in an ACL one by one. A packet will be accepted as soon as it matches a
permit rule, or dropped as soon as it matches a deny rule. If no rules match, the frame is
accepted.

V-1-1 MAC

The function is used to show the Access Control List (ACL) based on Layer 2 filtering, the MAC
layer. The ACL is composed by many Access Control Element (ACE) rules. You can create a
new ACL here; then add multiple ACEs.

I"""""""_ L rI weesz Dpls
Dasnboang £ ACL > Cresie ACL = MAC
i 2
Créalt ACE
ACL Bnang
Available settings are explained as follows:
Item Description
ACL Profile Name Enter a name for creating a new ACL profile.
Add Add a new ACL entry using given ACL name.
Action @
- click it to remove the selected entry.
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V-1-2 |IPv4

The function is used to show the Access Control List (ACL) based on Layer 2 to Layer 4 filtering,
the IPv4. The ACL is composed by many Access Control Element (ACE) rules. You may create a
new ACL here; then add multiple ACEs.

o Logout [T e P20 e Dol

Dastscarg @ ACL > Crete ACL = 1Pve

< @
-

Available settings are explained as follows:
Item Description
ACL Profile Name Enter a name for creating a new ACL profile.
Add Add a new ACL entry using given ACL name.
Action @

- click it to remove the selected entry.
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V-1-3 IPv6

The function is used to show the Access Control List (ACL) based on Layer 2 to Layer 4 filtering,
the IPv6. The ACL is composed by many Access Control Element (ACE) rules. You may create a
new ACL here; then add multiple ACEs.

pasar Qe

Syshom Manksnance
Dagnoshts
all Aot

Product Regatration

Available settings are explained as follows:

Item Description
ACL Profile Name Enter a name for creating a new ACL profile.
Add Add a new ACL entry using given ACL name.
Action @

- click it to remove the selected entry.
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V-2 Create ACE

Since ACL based on MAC, IPv4 and/or IPv4 has been created on the section of IV-1, now you
can add multiple ACE rules for each ACL.

V-2-1 MAC

This page shows ACE based on MAC address. You may choose ACL, permit, and deny particular
packet or frame, even shutdown the port.

You may provide filtering/matching criteria for one or more of packet characteristic (such as
Source/Destination MAC, Ethertype, VLAN, 802.1p) for this ACE to identify the packet.

eumence

Source MAC: # Any

=
: ' _ _ ©0
Available settings are explained as follows:
Item Description
ACL Profile Name Use the drop down list to selected one of the user defined ACL
profiles.
Sequence Assign a sequence number to this ACE. The sequence is used to

identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action Select the action applied to the packet matched this ACE.
Permit or deny the packets into switch core, or shutdown the
port for stopping further transmission.

() Permit
® Deny
() Shutdown

Source MAC / Destination | Specify the source and the destination MAC address for
MAC filtering.

Any - All packets will be filtered.
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Or, enter the IP address to filter the packets coming from that
address.

Ethertype Specify ethernet type for filtering.
Select Any.
Or, enter the value with the format of “0x600 ~ OXFFF”.
VLAN Specify VLAN profile for filtering.
Select Any.
Or, enter a VLAN number. The packets coming from the VLAN
specified here will be filtered by Vigor device.
802.1p Specify the 802.1p priority value for filtering. Select Any, or a
number from O to 7.
Add Click it to create a new ACE rule.
Modify 9
- click it to modify the settings for the selected entry.
@- click it to remove the selected entry.
V-2-2 IPv4

This page shows ACE based on IPv4 address. You may choose ACL, permit, and deny particular
packet or frame, even shutdown the port.

You may provide filtering/matching criteria for one or more of following packet characteristic
(such as Protocol over the IP layer, Source/Destination IPv4 address, Type of Service,
Source/Destination port number, TCP flags, ICMP Type, if chosen protocol contains ICMP), for
this ACE to identify the packet.

[ Fazn usoet? Jpl
D
Shekch
OBVIF S [ ik W
Securny
i Action:
Creats ACL
Soumea i0:  Any
ACL Srawg
-
= tralinatn ¥ n
Sysem Wi
gnostics s
At Souwice for i
ot Fregesh tinaticn Por
ME Type:
MP co
Pros 5 sk = nsce Pl S Sorce Port Deszination P || Destination P. TCP Flag || ICMPtype || ICMPcode || Madify

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop down list to selected one of the user defined ACL
profiles.

Sequence

Assign a sequence number to this ACE. The sequence is used to
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identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action

Select the action applied to the packet matched this ACE.
Permit or deny the packets into switch core, or shutdown the
port for stopping further transmission.

() Permit
® Deny
() Shutdown

Protocol

Specify the protocol for filtering.
Any - All packets will be filtered.

Select - Choose one of the protocol (e.g., ICMP, IP in IP, TCP,
EGP, IGP...) from the drop down list. Packets passing through
the selected protocol will be filtered.

Define - Specify a type number (0 - 255) for ICMP code. For

example, 0 means “Echo Reply”’; 254 means “RFC3692-style
Experiment 2”.

Source IP / Destination IP

Specify the source and the destination IPv4 address for
filtering.
Any - All packets will be filtered.

Or, enter the IP address to filter the packets coming from that
address.

Service

Any - All packets will be filtered.

DSCP - All IP traffic is mapped to queues based on the DSCP
field in the IP header. If traffic is not IP traffic, it is mapped to
the lowest priority queue.

IP Precedence - All IP traffic is mapped to queues based on
the IP Precedence field in the IP header. If traffic is not IP
traffic, it is mapped to the lowest priority queue.

Source Port / Destination

Specify the source and destination port number for filtering

Port the packets.
Any - All packets will be filtered.
Single - Only the packets passing through the number defined
here will be filtered.
Range - Only the packets passing through the port range
defined here will be filtered.

ICMP Type Any - All packets will be filtered.
Select - Choose one of the type (e.g., Destination Unreachable
Echo Reply, MLD Query....) from the drop down list.
Define - Specify a type number (0 - 255) for ICMP code. For
example, 0 means “Echo Reply”’; 254 means “RFC3692-style
Experiment 2”.

ICMP code Each ICMP type can be defined with different codes. For
example, if you define ICMP Type as “3”, then the available
codes for Type 3 will be 0-15.
Any - All packets will be filtered.
Or, enter 0 to 255 based on the ICMP type specifed.

Add Click it to create a new binding profile.

Modify

9 - click it to modify the settings for the selected entry.
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@— click it to remove the selected entry.

V-2-3 IPv6

This page allows the network administrator to create ACE based on IPv6 address.

L """‘ - L osinas Qg

Diasl @ ACL> Creatn ACE > 1Pt

Product Regeinaton Destination Port

ICMP Typs

ICMP code:

...........

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop down list to selected one of the user defined ACL
profiles.

Sequence Assign a sequence number to this ACE. The sequence is used to
identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action Select the action applied to the packet matched this ACE.
Permit or deny the packets into switch core, or shutdown the
port for stopping further transmission.
® Permit
[ Deny
®  Shutdown

Protocol Specify the protocol for filtering.

Any - All packets will be filtered.

Select - Choose one of the protocol (e.g., ICMP, TCP, EGP...)
from the drop down list. Packets passing through the selected
protocol will be filtered.

Define - Specify a type number (0 - 255) for ICMP code. For
example, 0 means “Echo Reply”’; 254 means “RFC3692-style
Experiment 2”.

Source IP / Destination IP

Specify the source and the destination IPv6 address for
filtering.
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Any - All packets will be filtered.

Or, enter the IPv6 address to filter the packets coming from
that address.

Service

Any - All packets will be filtered.

DSCP - All IP traffic is mapped to queues based on the DSCP
field in the IP header. If traffic is not IP traffic, it is mapped to
the lowest priority queue.

IP Precedence - All IP traffic is mapped to queues based on
the IP Precedence field in the IP header. If traffic is not IP
traffic, it is mapped to the lowest priority queue.

Source Port / Destination

Specify the source and destination port number for filtering

Port the packets.
Any - All packets will be filtered.
Single - Only the packets passing through the number defined
here will be filtered.
Range - Only the packets passing through the port range
defined here will be filtered.

ICMP Type Any - All packets will be filtered.
Select - Choose one of the type (e.g., Destination Unreachable
Echo Reply, MLD Query....) from the drop down list.
Define - Specify a type number (0 - 255) for ICMP code. For
example, 0 means “Echo Reply”’; 254 means “RFC3692-style
Experiment 2”.

ICMP code Each ICMP type can be defined with different codes. For
example, if you define ICMP Type as “3”, then the available
codes for Type 3 will be 0-15.
Any - All packets will be filtered.
Or, enter 0 to 255 based on the ICMP type specifed.

Add Click it to create a new binding profile.

Modify

9 - Click it to modify the settings for the selected profile.

— Click it to remove the selected entry.
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V-3 ACL Binding

166

This section allows you to bind Access Control Lists created in previous section to an interface
(physical port or aggregation).

A physical port can only be bound with one of the IPv4 and IPv6 ACL, not both.

mnm Jal

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port profiles (GE1 to GE28)
for binding ACL.

MAC ACL / IPv4 ACL / Select ACLs (MAC, IPv4, and/or IPv6) to be bound on this

IPv6 ACL interface (port), so Switch may filter packets by using it.

Apply Apply the settings to the switch.
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Part VI QoS Configuration
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VI-1 General

QoS (Quality of Service) functions to provide different quality of service for various network
applications and requirements and optimize the bandwidth resource distribution so as to
provide a network service experience of a better quality.

VI-1-1 Properties

VI-1-1-1 QoS General Setting

This page allows the network administrator to specify Ingress Trust Mode for basic QoS mode.

Swhch LAN
ONVIF Sunelance = Q08 Mode: Basic ® Disabie

Security v Ingress Trust Mode: = Cosmo2ap DsCP Co%/802.1p-0SCP IF Precedence

Sysbem Mainienance

Diagnostics

Available settings are explained as follows:

Item Description

QoS Mode Disable -Disable the function of QoS mode.
Basic - Enable the function of QoS mode.

Ingress Trust Mode Select the QoS operation mode.

CoS/802.1p -Traffic is mapped to queues based on the CoS
field in the VLAN tag, or based on the per-port default CoS
value if there is no VLAN tag on the incoming packet.

DSCP - All IP traffic is mapped to queues based on the DSCP
field in the IP header. If traffic is not IP traffic, it is mapped to
the lowest priority queue.

CoS/802.1p-DSCP - All IP traffic is mapped to queues based on
the DSCP field in the IP header. If traffic is not IP but has VLAN
tag, mapped to queues based on the CoS value in the VLAN
tag.

IP Precedence - All IP traffic is mapped to queues based on
the DSCP field in the IP header. If traffic is not IP but has VLAN
tag, mapped to queues based on the CoS value in the VLAN
tag.
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Apply Apply the settings to the switch.

VI-1-1-2 Trust Ports

This page allows the network administrator to enable the trust mode of basic QoS on each
port. Port that is trust disabled will be sent with lowest priority queue. The configuration
result for each port will be displayed on the table listed on the lower side of this web page.

Dashboard

Status

Swiich LAN

o sunesce - o |

Security

Trust: ® Enable Disable

oD
Port Trust
oS Manpng GE1 Enabled
OSCE Mapping GE2 Enabled
1P Precedence Mapping GE3 Enabled
GE4 Enabled
PoE GEZ Enabled
i e GER Enabled
_‘ - : : GET Enabled
HJ '_. GES Enabled
Available settings are explained as follows:
Item Description
Ports Use the drop down list to select the port profile (GE1 to GE28)
or profiles.
Trust Click Enable to make traffic follow the trust mode in general
setting.

Enable - Traffic will follow trust mode in general setting.
Disable - No QoS service for this port.

Apply Apply the settings to the switch.
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VI-1-2 Port Settings

This page allows the network administrator to configure port settings for QoS. The
configuration result for each port will be displayed on the table listed on the lower side of this

web page.

mzem gl

Swich LAN

ONVIF Survemance

System Maintenance

Diagraostics

Ingress Default Cos:

Egress Remarking

- Remark Cas: Enable # Disabhe
~Remark DSCF | IF Precedence: DSCP . |F Precedence & Disable
ad
Ingress Default Cod Remark Co8 Remark D3CP | IP Precedence Madify
0 Disablad Disatiled [ ]
0 Disabled Disabled []
] Digabled Disabled (<]
il Disabled Disablod (<]
a Disablad Disabled ()

Available settings are explained as follows:

Item

Description

Ports

Use the drop down list to select the port profile (GE1 to GE28)
or profiles.

Ingress Default CoS

Specify the default CoS priority value for those ingress frames
without given trust QoS tag (802.1q/DSCP/IP Precedence,
depending on configuration).

Engress Remarking

Remark CoS

Disable - Disable CoS remarking function for outgoing packets.

Enable - Egress traffic will be marked with CoS value
according to the Queue to CoS mapping table.

Remark DSCP/IP

Disable - Disable DSCP/IP Precedence remarking function for

Precedence outgoing packets.
DSCP - Egress traffic will be marked with DSCP value according
to the Queue to DSCP mapping table.
IP Precedence - Egress traffic will be marked with IP
Precedence value according to the Queue to IP Precedence
mapping table.

Apply Apply the settings to the switch.

Modify

9 - Click it to modify the settings for the selected port
profile.
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VI-1-3 Queue Settings

VigorSwitch supports multiple queues for each interface. The higher numbered queue
represents the higher priority. The following lists the types of supported priority queue:

®  Strict Priority (SP) - Egress traffic from the higher priority queue will be transmitted first,
lower priority queue shall wait until all traffic in SP queue is transmitted.

® \Weighted Round Robin (WRR) - The number of packets sent from the queue is
proportional to the weight of the queue.

os264n Ol

o
g
Available settings are explained as follows:

Item Description

Queue There are eight queue ID numbers allowed to be configured.

Schedule Strict Priority - Click it to set queue to strict priority type.
WRR - Click it to set queue to Weight round robin type.

Weight If the queue type is WRR, set the queue weight for the queue.

% of WRR Bandwidth Display the percentage of traffic which can be sent by current
queue compared to total WRR queues.

Apply Apply the settings to the switch.

Stricg Priority Queue Display the number of queues using Strict Priority method.

Number

VigorSwitch P2280 User’s Guide 171



172

VI-1-4 CoS Mapping

This section allows user to configure how ingress frames with CoS/802.1p tag map to QoS
gueues, and QoS queues to CoS/802.1p on egress frames.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

CoS 1o Cuews Mapping (for Ingeess)

e ta Co Mapging (for Egress Remarking)

Class of Service

Available settings are explained as follows:

Item Description

CoS to Queue Mapping (for Ingress) - Settings for incoming packets.

Class of Service Display the class of service value (0 to 7).
Queue Define the queue ID (level 1 to 8) for different class of service
values.

Queue to CoS Mapping (for Egress Remarking) - Settings for outgoing packets.

Queue Display the queue ID (level 1 to 8) for different class of service
values.

Class of Service Define the class of service value (0 to 7).

Apply Apply the settings to the switch.
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VI-1-5 DSCP Mapping

This section allows user to configure how ingress packets with DSCP tag map to QoS queues,
and QoS queues to DSCP on egress packets.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

DISCP 10 G Mapping (for Ingress)

Cuoue b DSCR Mapping (for Egross Romarking)

Product Regstration oscP 1 Mapping to Queus

o

Available settings are explained as follows:

Item Description

DSCP to Queue Mapping (for Ingress) - Settings for the incoming packets.

DSCP Display the DSCP value (0 to 7).

Queue Define the queue ID (level 1 to 8) for different DSCP values.

Queue to DSCP Mapping (for Egress Remarking) - Settings for outgoing packets.

Queue Display the queue ID (level 1 to 8) for different DSCP values.
DSCP Define the DSCP value (0 to 7).
Apply Apply the settings to the switch.
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VI-1-6 IP Precedence Mapping

This section allows user to configure how ingress packets with IP Precedence tag map to QoS
gueues, and QoS queues to IP Precedence on egress packets.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

(e o 1 Precederse Mapprg (e Egress Remarkang)

PoE

Lhagraosbes

e
1
System Mantenance - 2 1
3
]
Mail Alert

5

Produt Rugrstration

Available settings are explained as follows:

Item Description

IP Precedence to Queue Mapping (for Ingress) - Settings for the incoming packets.

IP Precedence Display the IP Precedence value (0 to 7).
Queue Define the queue ID (level 1 to 8) for different IP Precedence
values.

Queue to IP Precedence Mapping (for Egress Remarking) - Settings for outgoing packets.

Queue Display the queue ID (level 1 to 8) for different IP Precedence
values.

IP Precedence Define the IP Precedence value (0 to 7).

Apply Apply the settings to the switch.
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VI-2 Bandwidth

Use the bandwidth setting pages to define values that determine how much traffic the switch
can receive and send on specific port or queue.

VI-2-1 Ingress Rate Limit

This page allows a user to configure ingress port rate limit. The ingress rate limit is the
number of bits per second that can be received from the ingress interface. Excess bandwidth
above this limit is discarded. The configuration result for each port will be displayed on the
table listed on the lower side of this web page.

54058

Dashkcard () 065 > Banicty > Ingrves e Lt > s Rt L
Staliss :
Suich LAN .
Secunty =
L Ports
Qa8 = State: Enble & Disable

Rate [Kbpl

@
Port Rate Limit (Keps) Modity
off 6
System Mamenance off 0
Diagnesties o []
Mail Adgry - GE4 off )
Product Registation off (]
ot o
of o
(-]
(]
Available settings are explained as follows:
Item Description
Ingress Rate Limit
Ports Use the drop down list to select the port profile (GE1 to GE28)
or profiles.
State Disable - Disable ingress bandwidth control.
Enable - Enable ingress bandwidth control.
Rate (Kbps) Enter the rate value,<16-1000000>,unit:16 Kbps.
Apply Apply the settings to the switch.
Modify 9
- Click it to modify the settings for the selected port
profile.
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VI-2-2 Egress Shaping Rate

This page allows a user to configure egress port rate limit. The egress rate limit is the number
of bits per second that can be received from the egress interface. Excess bandwidth above
this limit is discarded.

054412 [

E:;& Ez Statn: Enable » Dicable
Gonaral CIR [Kbps):
Port CIR [Keps) Medity
1 off 0
System Mainonance et 0
Dragnostcs it o
Mad At ot 7]
Product Regstrabon off G
on @
oft 0
oft 0
off [ ]
Available settings are explained as follows:
Item Description
Egress Shapping Rate
Ports Use the drop down list to select the port profile (GE1 to GE28)
or profiles.
State Disable - Disable egress bandwidth control.
Enable - Enable egress bandwidth control.
CIR (Kbps) Enter the rate value,<16-1000000>,unit:16 Kbps.
Apply Apply the settings to the switch.
Modify 9
- Click it to modify the settings for the selected port
profile.
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VI-2-3 Egress Shaping Per Queue

This page allows user to configure the maximum egress bandwidth not only by port but also by
specific QoS queues. The configuration result for each port will be displayed on the table
listed on the lower side of this web page.

. D - = s o>
JoS » Bandendth > Egress Shaging Per Quewe > Egress Shugeng Per Ousue

Dathboard
Stamss

Swatich LAN

CHF Survedlance . Eqrean Shagung Per Cunun

Secunty

R [Hbps]: 161000000, muttiple of 15
o«
i Cueus ID CIR (Kbps)
Produet Regstranon .:”
Available settings are explained as follows:
Item Description
Egress Shapping Per Queue
Port Use the drop down list to select the port profile (GE1 to GE28)
or profiles.
Queue Use the drop down list to select queue number (1 to 8) for the
selected GE port.
State Disable - Disable egress bandwidth control.
Enable - Enable egress bandwidth control.
CIR (Kbps) Enter the rate value,<16-1000000>,unit:16 Kbps.
Apply Apply the settings to the switch.
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This page is left blank.
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Part VIl PoE Configuration
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VII-1 Properties

This page allows a user to configure general settings for PoE and configure priority of each
port for supplying PoE power. While maximum power budget is reached, power will be served
starting with critical priority.

If the priority setting for all GE ports is configured as the same value (e.g., High); then, GE1
will have the highest priority to obtain PoE power in actual operation.

Ao Logout : _ M P80 055554 (=

Dashhoard @ FuE > Propertios > Propartes

Sunus
Properties

Switch LAN

Secunty

ACL - Pol’ Mods: « Auto Manual Disatde

Qo8

Stah

" Pricaity:

Siystem haintenance -

Deagrasbes - m
Mad Alert -

Pruduc! Regatrabion

Available settings are explained as follows:

Item Description

PoE Mode Disable - Disable the PoE function.

Auto - Provides plug and play PoE function. PoE schedule and
Power Limit are disabled in this mode.

Manual - Before using POE>>Schedule, set Manual as PoE
mode.

Ports Use the drop down list to select the port (GE1 to GE24) or
ports for applying PoE configuration.

Enable Enable - Make the selected ports be applied with POE mode.

Disable - Make the selected ports be not applied with PoE
mode.

Priority Select Priority for PoE device.

Low -Set PoE device to low priority connection.

High -Set PoE device to high priority connection.
Critical - Set PoE device to highest priority connection.

Power Limit This setting is available when Manual is selected as PoE Mode.

Enter the value as the maximum limit of power given to each
physical port.

Apply Apply the settings to the switch.
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VII-2 Status

This page displays the current PoE status (configured in Properties, Device Check and
Schedule) for each PoE port.

Sysinm Maintanance = EWVersion
Diagnosécs

Mal Aprt

Port Enable Status PD Class Priority Power Used (W) Power Limit (W) Power Cycle
Product Regeration

GE1 Enabled NoPD ow o AT [30)

> B > b

Available settings are explained as follows:

Item Description

Refresh Click it to refresh the status page.

PoE Mode Display the PoE Mode (Manual, Auto or Disable) selected for
the LAN port.

Power Budget(W) Display the maximum power this switch can supply over PoE.

Consuming Power(W) Display current power being consumed by all devices over PoE.

Remaining Power(W) Display remaining power that can be supplied to additional

devices over PoE.

Power Cycle Apply - If PoE device connects to VigorSwitch, such button will
be avaible for you to manually perform the cold boot for the
PoE device by cycling the power supply.
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VII-3 Schedule

VII-3-1 Schedule Profile

This page allows the network administrator to configure maximum 15 PoE schedule rules.

w3 Oalr

Cashboss

Status

Saiich LAN

ONVF Suvuance - I
Security -
AC Schadide Ind
oS Enablo: Enable + Disablo
- Description:
Start Date:
Status
= i
System Mamionance - Hhuiation Yo
Diagnostics - Action:
Mail Al
i How Qftar: Once
Proauct Regataten
o Weekilays Sisn # Mon # Tuie Wed # Thii # Fri #Sat
Manthly. on date

Cycle duration: {days)

Available settings are explained as follows:

Item Description

Schedule Index Use the drop down list (1 to 15) to choose one schedule
profile.

Enable Disable - The selected schedule profile will not take action but

be saved for future use.
Enable - The selected schedule profile will take action as

configured.

Description Enter a brief comment for such schedule.

Start Date Specify the starting date of the schedule by choosing from a
drop down calendar.

Start Time Specify the starting time of the schedule by using the drop
down list to specify the starting time (hours and minutes).

Duration Time Define the time duration (hours and minutes).

Action Specify which action should perform during the period of the
schedule.

Power On - POE connection is always on.
Power Off - PoE connection is always down.

How Often Specify how often the schedule will be applied.
Once - The schedule will be applied just once.

Weekdays - Specify which days in one week should perform
the schedule.

Monthly, on date - Specify the day in a month as the starting
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point.

Cycle duration (days) - The period of cycle duration is
between 1 day and 31 days. For example, 7 means the whole
cycle is 7 days; 20 means the whole cycle is 20 days. When the
time is up, the PoE device will be turned on of off
automatically.

Apply

Apply the settings to the switch.

VII-3-2 Port Scheduling

This page allows the network administrator to specify the PoE port for applying the schedule.
The configuration result for each port will be displayed on the table listed on the lower side

of this web page.

Seaur =

ACL Pont

@5 - Schedule Index:

w

Stabss

Systom Maintanance *  gm rone

Diagnosscs ot

Mad Akt None
Ner

Product Regreation

GE10

Available settings are explained as follows:

Item

Description

Ports

Select the port or ports for applying the schedule.

Schedule Index

Use the drop down list to choose the schedule profile (from 1
to 15). After clicking Apply, the selected port(s) will be
applied with the specified schedule.

Apply

Apply the settings to the switch.
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Part Vill System Maintenance
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VIII-1 TR-069

This page allows a user to configure TR-069 settings for connecting to VigorACS 2.

wmoe Jplr

TR06%: + Enable Disabife

CPE Client: HITR & HTTPS

Factory Dadait

Pariodie inform Sarings: = Enabls o Disabls

Available settings are explained as follows:

Item Description
ACS Settings ® TR-069 - Click Enable to activate the settings on this
page.

® URL - The URL must be entered according to the ACS
(Auto Configuration Server) you want to link.

® Wizard - Click it to enter the IP address of VigorACS
server, port number and the handler.

® Username - The string of username must be entered
according to the VigorACS (Auto Configuration Server)
you want to link.

®  Password - The password must be entered according to
the VigorACS (Auto Configuration Server) you want to
link.

® Last Inform - Display the time that VigorACS server
makes a response while receiving Inform message from
CPE last time.

® Test Inform - Click Test With Inform to send a message
to test if such CPE is able to communicate with VigorACS
server.

CPE Settings ® CPE Client - Choose HTTP or HTTPS for connecting with
VigorACS.
® URL - Display the URL of VigorSwitch.

® Port - Type the username and password that VigorACS
can use to access into this switch.

® Username - Enter the username that VigorACS can use to
access into this switch.

® Password - Enter the password that VigorACS can use to
access into this swtich.
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Periodic Inform Settings

Periodic Inform Settings - Click Enable to configure the
interval time.

Interval Time - Set the interval time for the switch to
send notification to CPE.

STUN Settings

STUN Settings - Click Enable to configure STUN settings.
Server Address - Enter the IP address of the STUN server.
Server Port - Enter the port number of the STUN server.

Minimum Keep Alive Period - If STUN is enabled, the
switch must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a number as the minimum period. The
default setting is “60 seconds”.

Maximum Keep Alive Period - If STUN is enabled, the
switch must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a number as the maximum period. A value of
“-1” indicates that no maximum period is specified.

Health Check

Vigor system will check the health status of LAN ports
including link up /down, speed change or PoE power
disconnection.

Port Link Up/Down - Select LAN port(s) to do the health
check of port link.

Link Speed Change - Select LAN port(s) to do the health
check of speed change.

PoE Port Warning - Select LAN port(s) to do the health
check of PoE power.

Apply

Apply the settings to the switch.

Clear

Discard current settings.
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VIlI-2 OpenVPN

Devices connecting to VigorSwitch can transmit data to remote end via OpenVPN to ensure
the information security.

Hiskos Logout : _ M P20 s Ol
Dastiboard ; e > OperiVPN. > OperVPH

St

Swich LAN

HMIF Survedlanco

Securty - Remote Management: Enable = Dissbis

A - Conlg Fie BEEE | AT EEE

m e .
Disatied Iptechvisw_OpanyPH1 avpn

Available settings are explained as follows:

Item Description

Remote Management Enable - Click it to enable OpenVPN tunnel between
VigorSwitch with the remote end.

Disable - Click it to disable OpenVPN tunnel.

Config File As a VPN client, please import the OpenVPN config file coming
from OpenVPN server.

Apply Save and apply the settings to the switch.

Status Display current OpenVPN status (Disabled, Connecting or

Success) and configuration file used.
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VIII-3 Webhook

Without getting any request, VigorSwitch will send the data (if available) that a user
concerned to the specified URL (provided by remote client) automatically.

Ao Logout : _ M s 60641 Jpl=r
Dashbaard © Syt Martenance » Webhook > Wbk
Status -
- -
OMVIF Surveilance . Wabhook
Secur
ACL Wiabhoak: Fnable » Disable
oS LU
Repon Period:
Keop my sestings while reset defauh,
D EED

Factory Daofault

Available settings are explained as follows:

Item Description

Webhook Enable - Click it to enable the webhook service. The data will
be transmitted to the specified URL.
Disable -Click it to disable the webhook service.

URL Specify the destination to receive the real-time data by

entering the URL.

Please get the URL from the client who wants to obtain the
newest and available data automatically from the Vigor
switch.

Report Period

Set the transmission interval (unit is minute).

Keep my settings while rest default - Check the box to keep
the webhook configuration when resetting VigorSwitch with
default settings.

Apply

Apply the settings to the switch.

Test Report

Vigor system will send a test report to the remote address.
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VIIi-4 LLDP

LLDP is a one-way protocol; there are no request/response sequences. Information is
advertised by stations implementing the transmit function, and is received and processed by
stations implementing the receive function. The LLDP category contains LLDP and LLDP-MED

pages.

VIll-4-1 Properties

This page allows a user to set general settings for LLDP.

- ]

Cashbasrd
Suans
Sudeh LAN

Sexurny

("]

Sh

ONAF Sureeisncs

LLOP State:

LLOP-MED Fast Start Repest Count: (at]

LLDP MED Network Policy for Yoice Applicetion: # Ao

& Erable (o Disable

{5-35767)

{20

v

{18131y

Available settings are explained as follows:

Item

Description

LLDP State

Enable - Enable LLDP protocol on this switch.
Disable - Disable LLDP protocol on this switch.

Transmission Interval

Select the interval at which frames are transmitted. The
default is 30 seconds, and the valid range is 5-32768seconds.

Holdtime Multiplier

Select the multiplier on the transmit interval to assign to TTL
(range 2-10, default = 4).

Reinitialization Delay

Select the delay before a re-initialization (range 1-10 seconds,
default = 2).

Transmit Delay

Select the delay after an LLDP frame is sent (range 1-8192
seconds, default = 3).

LLDP-MED Fast Start
Repeat Count

Select the number of LLDP packets that will be sent during
LLDP-MED Fast Start period.

The default is 3. Available range is from 1 to 10.

LLDP MED Network
Policy for Voice

Application

The default value is Auto.

Apply

Apply the settings to the switch.
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VIlI-4-2 LLDP Port Setting

This page allows a user to select specified port or all ports to configure LLDP state.

LLDe

Propottes

LLDP Pext Sotting

LLDP Local Device
LLDP MED Network Policy
LLDP MED Port Seftings
LLDP finrreste Divacn
LLOP Oweroading
SNUP

& tsnnies 5 LLOP
LLDF Port Selling

061047 OB

Ports:

Seatn:

Optional TLY:

VLAN:

THR&RN

THARN

Selected VLAN

Q000000000 §
s

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE28) or
ports for device check.

State Disable - Disable the transmission of LLDP PDUs.

TX&RX - Transmit and receive LLDP PDUs both.
TX Only - Transmit LLDP PDUs only.
RX Only - Receive LLDP PDUs only.

Optional TLVs

Within data communication protocols, optional information
may be encoded as a type-length-value or TLV element inside
a protocol. TLV is also known as tag-length value.

The type and length are fixed in size (typically 1-4 bytes),
and the value field is of variable size.

Select the LLDP optional TLVs to be carried (multiple selection
is allowed).

Available items include System Name, Port Description,
System Description, System Capability, 802.3 MAC-PHY, 802.3
Link Aggregation, 802.3 Maximum Frame Size, Management
Address and 802.1 PVID.

VLAN Select the VLAN ID number to be performed (multiple
selections are allowed).

Apply Apply the settings to the switch.

Modify

e - Click it to modify the settings for the selected port
profile.
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VIlI-4-3 LLDP Local Device

This page displays information for LLDP Local Device.

Name

LLDF State

g
g

TRERX

THERX

TR&RX

THARN

TXARX

TXERX

QOO0 0O

Available settings are explained as follows:

Item

Description

Device Summary

Display a summary of the LLDP information for this switch.

Chassis ID Subtype - Display the type of chassis ID, such as the
MAC address.

Chassis ID - Display Identifier of chassis. Where the chassis ID
subtype is a MAC address, the MAC address of the switch is
displayed.

System Name - Display model name of switch.

System Description - Display description of switch.

Capabilities Supported - Display the primary functions of the
device, such as Bridge, WLAN AP, or Router.

Capabilities Enabled - Primary enabled functions of the
device.

Port ID Subtype - Display the type of the port identifier that is
shown.

Port Details

Display detailed information of the selected GE port.

9 Detail - Click the button under it to review the detailed
information contained in TLVs sent out from each interface,
containing MAC/PHY, 802.3, 802.3 Link Aggregation, 802.1
VLAN and Protocol for each LAN port (GE1 to GE28).
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VIII-4-4 MED Network Policy

This page allows the network administrator to set MED (Media Endpoint Discovery) network

policy.

061246 OpC»

ONAF Survedance - MED Network Policy

Securty
ACL : Policy I0:
g > Enable Policy: v Ensbis () Disalie

Application
VLAN:
VLAN Tag:
Priarity:

nSCP:

1 Disabkead
Disabled
matied

Disabled

Disabled

Voiea Signaling

Palicy D Palicy Enabled Application VLAN D Taggediuntagged Priarity DSCP

Unknewh o Untagped
Unknown 0 Untagged
Inkacan

Unknown

Inkaem

Available settings are explained as follows:

Item Description

Policy ID Choose a number for configuring the policy profile.
Available selections include 1 to 32.

Enable Policy Enable - Click it to enable such function.

Application There are several applications which can be used for MED
network.
Selections include Voice Signaling, Guest Voice, Guest Voice
Signaling, Softphone Voice, Video Conferencing, Stream Video
and Video Signaling.

VLAN Set a VLAN ID (ranging from 1 to 4094) for such profile.

VLAN Tag Specify if the outgoing packets will be tagged or not.
Untag - Packets will be sent out without any tag.
Tag - Packets will be sent out with a number tagged.

Priority Set Layer?2 priority (range from 0 to 7).

DSCP Set DSCP value (range form 0 to 63).

Apply Apply the settings to the switch.
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VIII-4-5 LLDP MED Po

This page allows the network
for each port.

. D -

rt Settings

administrator to configure TLV (Type / Length / Value) settings

Pz 061345 =

Dashboard (D) Syt Matsnance 5 LI > LLOP MED o Satings.  Pest i

Status

Swtch LAN

Livic

ECSELIN

Port ControVSemings

# Enable

Solocted Opeional TLV:

Meteork Policy "

Sulucted Network Folicies:

Location TLV Settings:

Coordingte

Available settings are explained as follows:

Item Description
Ports Choose the port(s) for configuring TLV settings.
State Enable - Click it to enable LLDP MED on the selected port.

Available Optional TLV

Available TLV items will be shown in this field.

Choose the one(s) you want and click the >> arrow to transfer
the selection(s) to the field of “Selected Optional TLV”.

Selected Optional TLV

Display the selected TLV items.

Selected Network
Policies

Select network policy profiles (created in LLDP>>LLDP MED
Network Policy) for applying onto the selected port.

Location TLV Settings

Define the location, civic address and ECS ELIN for LLDP
protocol.

Coordinate -Enter the coordinate location in 16 pairs of
hexadecimal characters.

Civic - Enter the civic address in 6 ~ 160 pairs of hexadecimal
characters.

ECS ELIN - Enter the ECS (Emergency Call Service) ELIN
(Emergency Location Identification Number) in 10 ~ 25 pairs of
hexadecimal characters.

Apply

Apply the settings to the switch.
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VIlI-4-6 LLDP Remote Device

This page allows the network administrator to view the information sent from neighboring
devices by LLDP protocol.

Auskos Logout : - M P00 os1ass Ol
Dastiboard ) Systern Marderance > LLOP » LLOE* Remols Dewce. > LLOP Remote Devece
S -
LLDF Reenote Durace
Swetch LAN -
CAMIF Surveilance
Local Port Chassis 1D Sublype Chassis ID Fort 1D Subtype FertiD System Nama Time te Live Detaits Delete
Secunt
' MAG address DIFDANDCCFCD  Localy assigned aio 62260 108 6 ©
ACL
Qs

Available settings are explained as follows:

Item Description

Local Port Display the number of the loc